
KC-043-22-C 
CFDA#: 93.043, 93.044, 93,045, 93,052 (ARP) 

DUNS#: 837104637 

CONTRACT AMENDMENT 
C 

This CONTRACT AMENDMENT is made and entered into between KITSAP COUNTY, a municipal 
corporation, with its principal offices at 614 Division Street, Port Orchard, Washington 98366, 
hereinafter "COUNTY", and Saint Vincent De Paul, a community based non-profit organization having 
its principal offices at 1117 N. Callow Ave, Bremerton, WA 98312 (the Contractor). 

In consideration of the mutual benefits and covenants contained herein, the parties agree that their 
Contract, numbered as Kitsap County Contract No. KC-043-22, and executed on January 24, 2022, 
amended on May 27, 2022 and September 22, 2022, shall be amended as follows: 

In consideration of the terms and conditions of this Contract, the parties agree as follows: 

1. Section 1: Term and Effective Date of Contract shall be amended as follows: The Contract will 
be effective on January 1, 2022 and the termination date is extended from December 31, 2022 to 
December 31, 2023. In no event will the Contract become effective unless and until it is approved 
and executed. 

2. ATTACHMENT C: Budget Summary shall be amended as follows: The contract revenue will 
- increase by $55,000, from $65,000 to a new contract total $120,000. The total amount payable 
under the contract, by the County to the Contactor in no event will exceed $120,000. 

3. ATTACHMENT D: Data Share and Security Requirements shall be amended in its entirety to 
follow the revenue source. 

This amendment shall be effective as of January 1, 2023. 

Dated this zZ, day of (\I t\l €M ~22 Dated this_/_ day of ~br/2022 

CONTRACTOR COUNTY, WASHINGTON 

St. Vincent de Paul 

g Washburn, Human Services Director 
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ATTACHMENT C 
Budget Summary 

Payment amount and schedule is set forth below. 

Pragnm/Fundinc5aurce Total 012022 Q22022 Q32022 

Al/II (COVID MDDtlexibilily) $120,000.00 

Food: Non-perishiable and perishables. $ 86,416.00 $ 6,000.00 $ 9,491.00 $15,236.00 

Additional l'Uirchases(ie. packing. space, items, 
Hyp,ne Kits containing pr....,pprcwed items. Approx $ 9,5&1.00 $ 4.753.00 $ 1,908.00 $ 488.00 

cost per hygiene kit $53.84) 

!ililSHaus:SenilwNulrilianprapamand aaemblya4 
faadlrap( .. ID 35hawsa--•$16.0llperhaur, $ 24.00II.OO $ 3,000.00 $ 3,000.00 $ 3,000.IIO 

......,,._$!i60a-l 

Mlkh-NA 

TatalPNl;Kt $ 120,000 $ 13,753 $ 14,399 $ 18,724 

fundincSaurao CFOA• AMOUNT 

93.043, 

ARP (COVID MDD Flex) 
93.044, 

120,000 
93.045, 
93.052 

[KC-043-22-C COVID ARP SVdP 

Q42022 Q120Z3 Q220Z3 Q320Z3 Q420Z3 

$ 14,637.1111 $ 10,263JIO $ 10,.263.00 $ 10.263.00 $10,263.00 

$ 487.1111 $ 487.1111 $ 487.00 $ 487.00 $ 487.1111 

$ 3,000.00 $ 3,000.IIO $ 3,000.IIO $ 3,000.00 $ 3,000.IIO 

$ 18,124 $ 13,750 $ 13,750 $ 13,750 $ 13,750 
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ATTACHMENT D: DATA SHARE AND SECURITY REQUIREMENTS 
[DSHS Agreement #2269-34801] Effective January 1, 2022 - December 31, 2023. Any 
subcontract for the Kitsap County Area Agency on Aging is subject to the provisions of the 
applicable lnterlocal Data Share Agreement between the Department of Social and Health 
Services and the Area Agency on Aging, unless otherwise provided for in the contract 
between the Kitsap County Area Agency on Aging and the Contractor. When referencing 
the applicable lnterlocal Data Share Agreement in relation to the subcontract, the Kitsap 
Count Area A enc on A in re laces DSHS and subcontractor re laces AAA. 

AAA General Terms and Conditions 

1. Amendment This Agreement. or any tenn or condition. may be modified only by a written amendment 
signed by both parties. Only personnel authorized to bind each of the parties shall sign an amendment 

2. Assignment Except as otherwise provided herein, the AAA shall not assign rights or obligations 
derived from this Agreement to a third party without the prior, written consent of the DSHS Contracts 
Administrator and the written assumption of the AAA's obligations by the third party. 

3. Compliance with Applicable Law. At all times during Ille term of this Agreement, the AAA and DSHS 
shaU comply with all applicable federal, state, and local laws, regulations, and rules, including but not 
limited to, nondiscrimination laws and regulations. 

4. Confidentiality. The parties shal use PersonaJ Information and other confidential Information gained 
by reason of this Agreement only for the pu-pose of this Agreement DSHS and the AAA shall not 
disclose, transfer, or sell any such information to any other party, except as provided by law or, in Ille 
case of Personal Information except as provided by law or with the prior written consent of the person 
to whom the Personal Information pertains. The parties shall maintain the confidentiality of all Personal 
Information and other confidential information gained by reason of this Agreement and shall return or 
certify the destruction of such information if allowed by law and requested in writing by the party to the 
Agreement that provided the information. 

s. AAA Certlfleatlon Regarding Ethics. By signing this Agreement, the AAA certifies that the AAA is in 
compliance wilh Chapter 42.23 RCW and shall comply with Chapter 42.23 RCW throughout the term of 
this Agreement 

6. Debarment Certification. The MA, by signature to this Agreement, cenifles that the AAA Is not 
presently debarred. suspended, proposed for debannent, declared ineligible, or voluntarily excluded 
from participating In this Agreement by any Federal department or agency. The AAA also agrees to 
include the above requirement in all subcontracts into which it enters. resulting directly from the MA's 
duty to provide services under this Agreement. 

7. Oisputas. In the event of a dispute between the AAA and DSHS, every effort shall be made to resolve 
the dispute infonnally and at the lowest level. If a dispute cannot be resolved informally, lhe AAA shall 
present their grievance In writing to the Assistant Secretary for Aging and long. Term Support 
Administration. The Assistant Secretary shalt review the facts, contract terms and applicable statutes 
and rules and make a determination of the dispute. H lhe dispute remains unresolved alter the 
Assistant Secretary's determination. either party may request intervention by lhe Secretary of DSHS. in 
which event the Secretary's process shall control. The Secretary wYI make a determination within 45 
days. Participation in this dispute process shall precede any judicial or quasi-judicial action and shall 
be the final administrative remedy available to the parties. However, if the Secretary's determination is 
not made within 45 days, either party may proceed with judicial or quasl•judiclal action without awaiting 
the Secretary's determination. 

8. Drug-Free Workplace. The MA shall maintain a wof1t place free from alcohol and drug abuse. 

9. Entire Agreement. ThiS Agreement including all documents attached to or incorporated by refereflce, 
contain all the terms and conditions agreed upon by the parties. No other understandings or 
representations, oral or otherwise, regarding the suti;ect matter of this Agreement, shall be deemed to 
exist or bind the parties. 

10. Governing Law and Venue. The laws of the State of Washington govern this Agreement In the 
event of a lawsuit by the MA against DSHS involving this Agreement. venue shall be proper only in 

DSHS Cenlral Connet SeMoas Page2 
1037LS AAA lnli!:llocal Data Shlltt! Agree,nenl 01-15-2020 
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AAA General Tenns and Conditions 

Thurston County. Washington. ln the event of a lawswt by DSHS against a County AAA Involving this 
Agreement, venue shall be Pf098' only as provided in RCW 36.01.050. 

11. Independent Status. Except as othenvise provided In Paragraph 24 herein below, for P4,Jrposes of this 
Agreement. the AAA acknowledges that the AAA is not an officer, employee, or agent of DSHS or the 
State of Washington. The AM shal not hold out Itself or any of Its employees as, nor claim status as, 
an officef', employee, or agent of DSHS or the State of Washington. The AAA shall not claim for itself 
or its employees any rights, privileges, or benefits, which would accrue to an employee of the State of 
Washington. The AAA shall indemnify and hold harmless DSHS from al oblgations to pay or withhold 
federal or state taxea or contributions on behalf of the AAA or the AAA's employees. 

12. Inspection. Either party may request reasonable access to the other party's records and place of 
business for the limited purpose of monitoring, auditing, and evaluating the other party's compliance 
with this Agreement, and applicable laws and regulations. During the term of this Agreement and for 
one (1) year following teonination or expiration of this Agreement, the parties shall, upon receiving 
reasonable written notice, pl"Ollide the other party with ac:oess to its place of business and to its records 
which are relevant to its compliance with this Agreement and applicable laws and regulations. This 
provision shal not be construed to give either party access to the other party's records and place of 
business for any other P4Jrpose. Nothing hefein shaN be construed to authorize either party to possess 
or oopy records of the other party_ 

13. Insurance. DSHS certifies that It Is self-insured under the State's self-insurance liability prog-am, as 
provided by RCW 4.92.130, and shall pay for losses for which it is found liable. The AAA certifies that it 
Is self-insured, is a member of a risk pool, or maintains the types and amounts of insurance identified 
below and shall, prior to the execution of this Agreement by DSHS, provide C8ftificates of insurance to 
that effect to the DSHS contact on page one of this Agreement. 

Commercial General Llabllitv Insurance {CGLI - to lndude coverage for bodily Injury, property damage, 
and contractual liability, with the following minimum limits: Each Occurrence - $1,000,000; General 
Aggregate - $2,000,000. The policy shall Include lab41ity arising out of premises, operations, 
independent contractors, products-completed operations, pefSOnal Injury, advertising injury, and llabUlty 
assumed under an insured contract. The State of Washington, OSHS, its elected and appointed 
officials, agents, and employees shall be named as additional insureds. 

14. Mauntanance of Records. During the term of this Agreement and for six (6) years foHowing termimdion 
or expiration of this Agreement, bolh parties shall maintain recotds aufficient to: 

a. Oocument performance of al acts required by law, regulation, or this Agreement; 

b. Demonstrate aocoontlng procedures, practices, and record$ that sufflclenlly and properly document 
the AAA's Invoices to OSHS and al expenditures made by the AM to perform as required by this 
Agreement. 

For the same period, the AAA shall maintain records sufficient to substantiate the AAA's statement of 
its organization's structure, tax status, capabilities, and performance. 

15. Medicaid Fraud Control Unit (MFCU), As required by federal regulations, the Health Care Aulhority, 
the Department of Social and Health Services, and any contractors or subcontractors, shall promptly 
comply with all MFCU requests for records or information. Reoords and information includes. but is not 
limited to, records on micro-fiche, film, scanned or imaged documents, narratives. computer data, hard 
copy files, verbal lnfonnation, or any other information the MFCU determines may be useful in canying 
out its responsibilities. 

OSHS Cln1ral Conlrad: SeNiQn 
1037LS MA l~ocal Data Slla,e Agreemenl D1-15-2020 
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AAA General Terms and Conditions 

16. Order of Precedence. In the event of an inconsistency in 1his Agreement, unless otherwise provided 
herein. lhe Inconsistency shall be resolved by giving precedence. in the following order, to: 

a. Applicable federal CFR, CMS Waivws and Medicaid State Plan; 

b. State of Washington statues and regulations; 

c. AL TSA Management Bulletins and policy manuals; 

d. This Agreement and 

e. The AAA's Area Plan. 

17. Ownership of Cllent AMets. The AM shall ensure that any dlent for whom the AAA or 
Subcontractor is providing services ullder this Agreement shall have un<estrlcted access to the clienfs 
personal property. The MA or SUbcontractor shall not inleffere with the client's ownerahlp, 
posse~on, or use of such property. Upon termination of this Agreement, the AAA or Subcontrador 
shaU immediately release to the client and/or DSHS all of the client's personal property. 

18. OwneNhfp of Material. Material created by lhe AAA and paid for by DSHS as a part of this 
Agreement shal be owned by OSHS and ahal be "work made for hlre" as defined by Title 17 USCA, 
Section 101. This material lndudes, but Is not limited to: books; computer programs: documents; films; 
pamphlets; repo,ts; sound reproductions; studies; surveys; tapes; and/or !raining materials. Material 
which the AAA uses to perform lhls Agreement but is not created for or paid for by DSHS is owned by 
the AAA and Is not "Work made for hire"; however, DSHS shall have a perpetual license to use this 
material for DSHS inlemal purposes at no charge to DSHS, provided that such license shall be limited 
to the extent which the MA has a right to grant such a license. 

19. Ownenhlp of Real Property, Equipment and Supplies Purchased by the AAA. Title to au prop!rty, 
equipment and supplies purchased by the AAA with funds from lhis Agreement shall vest in the AAA. 
VI/hen real property, or equipment with a per unit fair market value over $5000, is no longer needed for 
the purpose of canylng out this Agreement. or this Agreement is terminated or expired and win not be 
renewed. the AAA shall request disposition instructions from DSHS. If the per unit fai" market value of 
equipment is under $5000, the AM may retain. sell. or dispose of it wilh no further obligation. 

When supplies wilh a total aggregate fair market value over $5000 are no longer needed for lhe 
purpose of canying out this Agreement, or lhis Agreement is terminated or expired and will not be 
renewed, the AAA shall request disposition ilstruclions from DSHS. If the total aggregate fair malket 
value of equipment is under $5000, lhe AAA may retain, sell, or dispose of it with no further obligation. 

Disposition and maintenance of property shall be in accordance with 45 CFR Parts 92 and 74. 

20. Ownership of Real Property, Equipment and Supplies Purchasad by DSHS. Title to property, 
equipment and supplies purchased by DSHS and provided to the AAA to carry out lhe activities of this 
Agreement shal remain with DSHS. When real property, equipment or suppr•s are no longer needed 
for the purpose of canylng out this Agreement, or Uris Agreement is tanninated or expired and will not 
be renewed, the MA shall request disposition instructions from OSHS. 

Disposition and maintenance of property shall be in accordance with 45 CFR Parts 92 and 74. 

21. Responglblllty. Each party to lhis Agreement shall be responsible for the negligence of its officers. 
employees, and agents in the performance of this Agreement. No party to this Agreement shall be 

DSHS Cenhl Cla'lltad ser.kie$ 
10371.S AAA lnl>al1oall D11111 Share~ D1·1~202D 
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AAA General Tenns and Conditions 

nnponsibla for the ads and/or omissions of entities or lndivlduals not party to this Agreement. OSHS 
and the AAA shal cooparate in the defense of tort lawsuits, when possible. Both parties agree and 
1.1nderstand that this provision may not be feasible in all circumstances. OSHS and the AAA agree to 
notify the attorneys of record in any tort laws1.1it where both are parties if either OSHS or the MA enters 
into setllement negotiations. It is understood that the notice shall occur prior to any negotiations, or as 
soon as possible, and the notice may be either written or oral. 

22. Reatnctlons Against Lobbying. The MA certifies to the best of its knowledge and belief lhat no 
federal appropriated funds have been paid or will be paid, by or on behalf of the AAA, to any person for 
influencing or attempting to inff1.1ence an officer or employee of a federal agency, a Member of 
Congress in connection with the awarding of any federal contract. lhe making of any federal grant, the 
maloog of any federal loan, the entering into of any cooperative agreement. and the extension, 
continuation. renewal, amendment or modification of any federal contract, grant, loan or cooperative 
agreement. 

If any funds other than federal appropriated funds have or wiU be paid for the purposes stated above. 
the MA must Ille a disclosure form In accordance with -45 CFR Section 93.11 O. 

The AAA shall include a cla1.1se in all subcontracts restricting subcontractors from lobbying in 
accordance with this section and requiring subcontractors to certify and disclose accordingly. 

23. SaverablHty. The provisions of this Agreement are severable. If any court holds any provision of this 
Agreement, including any provision of any document incorporated by reference, invalid, that invalidity 
shall not affect the other provisions this Agreement. 

24. Subcontracting. 

a. The AM may, without further notice to OSHS, subcontract for those sef'Yices specificaUy defined in 
the Area Plan submitted to and approved by DSHS, except subcontracts with for-profit entities ml.lSt 
have prior OSHS approval. 

b. The AM must obtain prior written approval from OSHS to subcontract for services not specificaly 
defined in the approved Area Plan. 

c. Any subcontracts shall be in writing and the AAA shall be responsible to ensure that .di terms, 
conditions, assurances and ceftifications set forth In this Agreement are included in any and all 
dient services Subcontracts unless an exception lo including a particular tenn or terms has been 
approved in advance by DSHS. 

d. Subcontractors ate prohiblled from subcontracting for direct client setvlces without the prior written 
approval from DSHS. 

e. When ttia natl.Ire of the service the s1.1bcontractor is to provide requires. a certification, license or 
approva~ the AAA may only subcontract with such contractors that have and agrae to maintain the 
appropriate license, ceftification or accraditing requirements/standards. 

f. In any contract or subcontract awarded to or by the AAA in which the authority to determine service 
recipient eligibility is. delegaled to the AM or to a subcontractor, such contract or subcontract shall 
include a provision ac0eptable to DSHS that specifies how client eligibility will be determined and 
how service appllc:ants and recipients will be informed of their right to a fair hearing In case of denial 
or termination of a service, or failure to act upon a request for services with reasonable promptness. 

DSHS Central CO!hct SeMces 
1037LS AAA lnl9!1oc:110- Shn llg'""""1 01-1!1-2020 

[KC-043-22-C COVID ARP SVdP 61Page 



AAA General Tenn• and Conditions 

g. If DSHS, tne AAA, and a subcontractor of the AAA are found by a jury or trier of fact 10 be jointly 
and severany liable for damages arising from any act or omission from the contract, then CSHS 
shall be responsible for its propoftlonate share, and the AM shall be responsible for its 
proportionate share. Should the subcontractor be unable to satisfy its Joint and several liability. 
OSHS and tne AAA shal share In the subcontractor's unsatisfied pt0po,Uonate share in direct 
proportion to the respective percentage of their fault as found by lhe jury or trier of fact. Nothing in 
this term shall be construed as creating a right or remedy of any kind or nature in any person or 
party other than OSHS and the AM. This term shall not apply in the event of a settlement by either 
DSHS or the AAA 

h. Any subcontract shall designate subcontract« as AAA's Business Associate. as defined by HIPAA. 
and shall include provisions as required by HIPM for Business Associate contract. MA shall 
ensure that all client records and other PHI In possession of subcontractor are returned to AAA at 
lhe termination or e,q:,lratlon of the subcontract. 

a. Subrecipienta. 

(1) General. If the AAA is a subrecipient of federal awards as defined by 2 CFR Part 200 and this 
Agreement, the AAA shall: 

(2) Maintain records that identify, in Its accounts, all federal awards received and expended and the 
federal programs under which they were received, by Catalog of Federal Domestic Aaistance 
(CFDA) title and number, award number and year, name of the federal agency, and name of lhe 
pass-through entity; 

(3) Maintain Internal controls that provide reasonable assurance that the AAA is managing federal 
awards In compliance with laws, regulations, and provisions of contracts or grant agreements 
lhat could have a material effect on each of lls federal programs; 

(4) Prepare appropriate financial statements, including a schedule of expenditures of federal 
awards; 

(5) Incorporate 2 CFR Part 200, Subpart F audit requirements into an agreements betwaen the 
Contractor and its Subcontractors who are subrecipients; 

(6) Comply with the applicable requirements of 2 CFR Part 200, including any future amendments 
to 2 CFR Part 20(), and any successor or replacement Office of Management and Budget 
(0MB) Circular or regulauon; and 

(7) Comply with the Omnibus Crime Control and Safe streets Act of 1968, Title VI of the Civil Rights 
Act of 1964, Section 504 of the Rehabilitation Act of 1973, Title II of the Americans with 
DiHbilities Act of 1990, Tille IX of the Education Amendments of 1972, The Age Discrimination 
Act of 1975. and The Department of Justice Non-Discrimination Regulations, 28 C.F.R. Part 42, 
Subparts C.D.E. and G, and 28 C.F.R. Part 35 and 39. (Go to www.ojp.usdoj.gov/ocr/ for 
additional information and access to the aforementioned Federal laws and regulations.) 

b. Single Audit Act Compliance. If Iha AAA is a subrecipient and expends $750,000 or more in 
federal awards from all sources in any fiscal year. the AAA shall procure and pay for a single audit 
or a program•specific audit for that fiscal year. Upon completion of each audit, the AAA shall: 

(1) Submit to the DSHS contact person the data collection tom, and reporting package specified in 
2 CFR Part 200, Subpart F, reports required by the program-specific audit guide (If applicable). 

DSHS <:ennl ccntrac:t servtces 
1 D3?tS AAA llartJcal Dia Shal9 A....-i101-15-2020 
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AAA General Terms and Conditions 

and a copy of any management letters issued by the auditor; 

{2) Follow-up and develop corrective action for all audit findings; in accordance with 2 CFR Part 
200, Subpart F; prepare a •summary Schedule of Prior Audit Findings" raparting the status of all 
audit findings included in the prior audirs schedule of findings and questioned costs. 

c. Overpayments. If it is determined by DSHS, or dumg lhe course of the required audit, that the MA 
has been paid unallowable cosl:$ under this Agreement. OSHS may require the AM to reimburse 
DSHS in accordance with 2 CFR Part 200. 

(1) For any Identified overpayment Involving a subcontract between the AM and a tribe, OSHS 
agrees It will not seek reimbursement from the AAA, If !he Identified overpayment was not due 
to any failure by the MA. 

28. Survlvablllly. The terms and conditions contained In this Agreement, which by the.r sense and 
context, are intended to survive the expiration of the pa.rticular agreement shall survive. Surviving 
tenns include, but are not limited to: Confidentiality, Disputes. Inspection, Maintenance of Records, 
Ownership of Material, Responsibility, Termination for Default, and Termination Proced1n. 

27. Contract Renegotiation, Suspension, or Termination Dua to Change In Funding. If 1he funds 
OSHS relied upon to establish this Contract or Program Agreement are withdrawn, reduced or limited, 
or if additional or modified conditions are placed on such funding, after the effective date of this contract 
but priOr to the normal completion of this Contract or Program Agreement: 

a. The Contract or Program Agreement may be renegotiated under the revised funding conditions. 

b. At OSHS's discretion, OSHS may give notice to the AAA to suspend performance when DSHS 
determines that there is reasonable likelihood that lhe funding Insufficiency may be resolved In a 
tlmeframe that would allow Contractor's perfonnance to be resumed prior to Iha normal completion 
date of this contract. 

( 1} During the period of suspension of performance, each party will infonn the other of any 
conditions that may reasonably affect the potential for resc.mptlon of performance. 

(2) When DSHS determines that the funding insufficiency is resolved, it will give Contractor written 
notice to resume performance. Upon the receipt of this notice, Contractor will provide written 
notice to DSHS infonning DSHS wflether it can resume performance and, if so, the date of 
resumption. For purposes of this subsubsection, "written notice" may include email. 

(3) If the AAA's proposed resumption date Is not acceptable to OSHS and an acceptable date 
cannot be negotiated, DSHS may terminate the contract by giving written notice to Contractor. 
The parties agree that the Contract will be terminated retroactive to the date of the notice of 
suspension. OSHS shall be liable only for payment in accordance with the terms of this 
Contract for services rendeted prior to the retroactive date of termination. 

c. OSHS may immediately teoninate this Contract by providing written notice to the AAA. The 
termination shall be effective on the date specified in the termination notice. DSHS shall be fiable 
onty for pa~nt in accordance wllh the tenns of this Conltact for services rendered prior to the 
effective elate of termination. No penalty shall accrue to DSHS in the event the teonlnatlon option in 
this section is exercised. 

28. Tenninatlon for Convenience. The Contracts Administrator may terminate this Agreement or any in 

DSHS Cl:l'lltaf C4ntnid SeMOeS 
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AAA General Tanns and Concfltions 

whole or In part for convenience by giving the AAA at least thlrly (30) calendar days' written notice. The 
AAA may terminate this Agreement for convenience by giving DSHS at least thirty (30) calendar days' 
written natice addressed to: Central Contract Services. PO Box 45811. Olympia, W&shington 98504-
5811. 

29. Tennlnatlon for Defauft. 

a. The Cootracls Administrator may tenninate lhis Agreement for default, in whale er in part, by written 
notice ta the AAA, if DSHS has a reasonable basis to believe that the AAA has: 

(1) Failed to meet or mainlain any requirement for contracting wilh DSHS; 

(2) Failed to perform undef' any provlslon of lhis Agreement 

(3) Violated any law, regulation, rule, or ordinance applicable ta this Agreement; and/or 

(4) Otherwise bfeached any provision or condition oflhis Agreement 

b. Before the Contracts Administrator may terminate this Agreement for default, OSHS shall provide 
the AAA with written notice of lhe AA.A's noncompliance with the agreement and provide the AAA a 
reasonable opportunity to correct the AM's noncompliance. If the AM does not correct the AA.A's 
noncompliance wllhin the period of time specified In the written notice of noncompliance, the 
Contracts AdminlstralOf' may then terminate the agreement. The Contracts Administrator may 
terminate the agreement for default without such written notice and without opportunity for 
correction If DSHS has a reasonable basis to believe that a client's health or safety is in jeopardy. 

c. The AAA may tenninate this Agreement for default. in whole or in part, by written notice to OSHS, If 
the AAA has a reasonable basis to believe that OSHS has: 

(1) Failed to meet or maintain any requirement for contracting with the AAA; 

(2) Failed to perform under any provision of this Agreement; 

(3) Violated any laW, regulation, rule, or ordinance applicable to this Agreement; and/or 

(4) Otherwise breac:hed any provision or condition of this Agreement. 

d. Before the AAA may terminate this Agreement for default, the MA shall provide DSHS with written 
notice of DSHS' noncompliance with the Agreement and provide DSHS a reasonable appo,tunity ta 
correct DSHS' noncompliance. If DSHS does not correct DSHS' noncompliance within the period 
of time specified in the written notice of noncompliance, the AAA may then terminate lhe 
Agreement. 

30. Tennlnatlon Procedure. The following provisions apply In the event this Agreement is terrninaled: 

a. The MA shall cease to perform any services required by this Agreement as of the effedlve date of 
tennination and shall comply with all reasonable instructions contained in ttie notice of termination 
which are related to the transfer of clients, distribution of property, and termination of services. 

b. The AAA shal promptly deliver to the DSHS contact petSOO (or to his or her successor) listed on 
the first page of this Agreement. all DSHS assets {property) in the AAA"s possession, including any 
matsrial created under this Agreement Upon failure to return DSHS property within ten (10) 

OSHS C.nb-.1 Conlql;t Scr,ie15 
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AAA General Terms and Conditions 

working days of the Agreement termination. the AAA shall be charged with all reasonable costs of 
recovery, including transportation. The MA shall take reasonable steps protect and preserve any 
property of DSHS that is in the possession of the AAA pending return to OSHS. 

c. OSHS shall be liable for and shall pay for only those services authorized and provided through the 
effective date of termination. DSHS may pay an amount mutually agreed by the parties for partlally 
completed wOfk and se1Vices, if work products are useful to or usable by OSHS. 

d. If the Contracts Administrator terminates d1is Agreement for default, DSHS may wlthhold a sum 
from the final payment to the MA that DSHS determines is necessary to protect DSHS against loss 
or additional liability. OSHS shall be entitled to all remedies available at law, in equity, or under this 
Agreement. If it is later determined that the AAA was not in default, or if the AAA terminated this 
Agreement for default, the AAA shall be entitled to all remedies available at law, in equity, or under 
this Agreement. 

31. Waiver. Waiver of any breach or default on any occasion shall not be deemed to be a waJver of any 
subsequent breach or default. Any waiver shall not be construed to be a modification of the terms and 
conditions of this Agreement unless amended as set forth In Section 1, Amendment. Only the 
Contracts Administrator or deslgnee has the authority to waive any term or condition of this Agreement 
on behalf of DSHS. 

HIPAA Compliance 

Preamble: This sectioo of the Contract is the Business Associate Agreement as required by HIPAA. 

32. Definitions. 

a. "Business Associate,· as used In this Contract. means th~ "Contractor" and generaNy has the same 
meaning as the term "business associate· at 45 CFR 160.103. Any reference to Business 
Associate In this Contract includes Business Ais.soclate's employees, agents, officers, 
Subcontractors, third party contractors. volunteers, or directors. 

b. "Business Associate Agreemenr means this HIPAA Compliance section of the Contract and 
includes the Business Assoeiate provisions required by the U.S. Department of Health and Human 
Services, Office for Civil Rights. 

c. "Breach" means the acquisition, access, use, or disclosure of Protected Health Information In a 
manner not permitted under the HIPAA Privacy Rule which compromises the security or privacy of 
the Protected Health Information, with the exclusions and exceptions fisted in 45 CFR 164.402. 

d. "Covered Entity" means DSHS. a Covered Entity as defined at 45 CFR 160.103, In its conduct of 
covered functions by Its health care components. 

e. "Designated Record Set" means a group of records maintained by or for a Covered Entity, that is: 
the medical and biUing records about Individuals maintained by or for a covered health care 
provider; the enrolment, payment, claims adjudication, and case or medical management record 
systems maintained by or for a health plan; or Used in whole or part by or for the Covered Entity to 
make decisions about Individuals. 

f. "Electronic Protected Health Information (EPHI)" means Protected Health Information that is 
transmitted by electronic media or maintained in any medium described in the definition of 
electronic media at 45 CFR 160. 103. 
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g. "HIPAA" means 1he Health Insurance Portability and Accountability Act of 1996, Pub. L. 104-191, as 
modified by the American Recovery and Renvestment Act of 2009 rARRAj, Sec. 13400 - 13424, 
H.R. 1 (2009) (HITECH Act). 

h. "HIPAA Rules" means the Privacy, Security, Breach Notification, and Enforcement Rules at 45 CFR 
Parts 160 and Part 164. 

I. "lndMdual(s)" means the person{&) who Is the subject of PHI and includes a person who qualifies 
as a personal representatille In a000l'dance with 45 CFR 164.502(g). 

j. "Minimum Necessary" means the least amount of PHI necessary to accomplish the purpose for 
which the PHI is needed. 

k. "Protected Haatth lnformalian (PHW means individualy identifiable health information created, 
received, maintained or transmitted by Business Assaciate on behalf of a heatth care oomponent of 
the Covered Entity that relates to the provision of health care to an Individual; the past, present, or 
future physical or mental heatth or condition of an Individual; or the past, present or future payment 
for provision of heatth care to an Individual. 45 CFR 160.103. PHI includes demographic 
information that identifies the Individual or about which there is reasonable basis to believe can be 
used to identify the Individual. 45 CFR 160.103. PHI is information transmitted or held in any form 
or medium and includes EPHI. 45 CFR 160.103. PHI does not include education records oovered 
by the Family Educational Rights and Privacy Act, as amended, 20 USCA 1232g(a)(4)(B)(iY) or 
employment records held by a Covered Entity in its role as employer. 

I. •security Incident' means the attempted or successful unauthorized access, use, disclosure, 
modification or destruction of information or in1erference with system operations in an information 
system. 

m. -Subcontrador" as used in lhls HIPAA Compliance section of the Conll'act (in addition to Its 
definition in the General Terms and Conditions) means a Business Associate that creates, receives, 
maintalns, or lransmits Protected Heallh Information on behalf of another Business Associate. 

n. -Use" includes the sharing, employment, application, utiliZatlon, examination, or analysis, of PHI 
within an entity that maintains such information. 

33. Com plianca. Business Associate shall pelform all Contract duties. activities and tasks in compliance 
with HIPAA. the HIPAA Rules, and an attendant regulations as promulgated by the U.S. Department of 
Health and Human Services, Office of Civil Rights. 

34. Use and Disclosure of Pfl. Business Associate is limited to the foUowing permitted and required uses 
or disclosures of PHI: 

a. Duty to Protect PHI. Business Associate shall protect PHI from. and shall use appropria1e 
safeguards, and comP'Y with Subpart C of 45 CFR Part 164 (Security Standards for the Protection 
of Electronic Protected Health Information) with respect to EPHI, to prevent the unauthonzed Use or 
disclosure of PHI other than as provided for in this Contract or as required by law, for as long as the 
PHI is within its possession and control. even after the 1ermination or expiration of this Contract. 

b. Minimum Necessary Standard. Business Associate shall apply the Hf PAA Minimum Necessary 
standard to any Use or disclosure of PHI necessary to achieve the purposes of this Contract. See 
45 CFR 164.514 (d)(2) through (d)(5). 
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c. Disclosure as Part of the Provision of Services. Business Associate shall only Use or disclose PHI 
as necessary to pedonn the services specified in this Contract or as required by law, and shall not 
Use or disclose such PH I In any manner that would violate Subpart E of 45 CFR Part 164 (Privacy 
of Individually Identifiable Health Information) if done by Covered Entity, except for the specific uses 
and disclosures set forth befow_ 

d. Use for Proper Management and Administration. Business Associate may Use PHI for the proper 
management and administration of the Business Associate or to carry out the legal responsibilities 
of the Business Associate. 

e. OlsclOsure for Proper Management and Administration. Business Associate may disclose PHI for 
the proper management and admlniatratlon of Bualness Associate or to carry out the legal 
responslbHities of the Business Associate, provided the disclosures are required by law. or 
Business Associate oblalns reasonable assurances from the person to whom the lnfonnatlon is 
disclosed that the Information will remain confidential and used or further disclosed only as required 
by law or for the purposes for which It was disclosed lo the person, and the person notifies the 
Business Associate of any instances of which It Is aware in which the confidentiality of the 
infom'lation has been Breached. 

f. lmpennissible Use or Disclosure of PHI. Business Associate shal report to DSHS in writing all 
Uses or disclosures of PHI not provided for by this Contract within one (1) business day of 
becoming aware of the unauthorized Use or disclosure of PHI, including Breaches of unsecured 
PHI as required at 45 CFR 164.410 (Notification by a Business Associate). as well as any Security 
Incident of which it becomes aware. Upon request by OSHS, Business Associate shall mitigate, to 
the extent practicable, any hannful effect resulting from lhe impermissible Use or disclosure. 

g. Failure to Cure. If DSHS learns of a pattam or practice of the Business Associate that constitutes a 
violation of the Business Associale's obligations under the tenns of this Contract and reasonable 
stepe by DSHS do not end the violation, OSHS shall terminate this Contract, if feasible. In addition, 
If Business Associate learns of a pattern or practice of its Subcontractors that constitutes a violation 
of the Business Associate's obligations under the tanns of their contract and reasonable steps by 
the Business Associate do not end the violation. Business Associate shall tanninate the 
Subcontract. if feasible. 

h. Termination fol" cause. Business Associate authorizes immediate termination of this Contract by 
DSHS, if OSHS determines that Business Associate has violated a material term of this Business 
Associate Agreement. DSHS may, at its sole option, offer Business Associate an opportunity to 
cure a violation of this Business Associate Agreement before exercising a termination for cause. 

i. Consent to Audit. Business Associate shal give reasonable access to PHI, Its internal practices, 
records, books, documents, electronlc data andfor all other business information received from, or 
created or received by Business Associate on behalf of OSHS, to the Secretary of DHHS and/or to 
DSHS for use in determining compliance with HIPAA privacy requirements. 

j. Obligations of Business Associate Upon Expiration or Termination. Upon expiration or termination 
of this Contract for any reason, with respect to PHI received from DSHS, or aeated, maintained, or 
received by Business Associate, or any Subcontractors, on behalf of DSHS, Business Associate 
shal: 

(1) Retain only that PHI which Is necessary for Business Associate to continue its proper 
management and administration or to carry out its legal responsibYlties; 
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(2) Return to DSHS or destroy the remaining PHI that the Business Associate or any 
Subcontractors still maintain in any form; 

(3) Continue to use appropriate safeguards and comply with Subpart C of 45 CFR Part 164 
(Security Standards for the Protection of Electronic Protected Health Information) with respect to 
Electronlc Protected Health Information to prevent Use or disclosure of the PHI, other than as 
provided for In this Section, for as long as Business Associate or any Subcontractors retain the 
PHI; 

(4) Not Use or disclose the PHI retained by Business Associate or any Subcorrtractors other than 
for the purposes for which such PHI was retained and subject to the same conditions set out in 
the •use and Disclosure of PHI" section of this Contract which applied prior to tennlnation; and 

(5) Return to OSHS or destroy the PHI retained by Business Associate, or any Subcontractors, 
when it is no longer needed by Business Associate for its proper management and 
administration or to carry out its legal responsibilities. 

k. Survival. The obligations of the Business Associate under this section shall survive the termination 
or expiration of this Contract. 

35. lndlvldual Rights. 

a. Accounting of Disclosures. 

(1) Business Associate shall document all disclosures, except those disclosures that are exempt 
under -45 CFR 164.528, of PHI and infonnation related to such disclosures. 

(2) Wilhin ten (10) business days of a request from DSHS, Business Associate shaR make available 
lo DSHS the information in Business Associ.ate's possession that is necessary for DSHS to 
respond in a timely manner to a request for an accounting of disclosures of PHI by the Businesa 
Associate. See 45 CFR 164.504{e)(2)(ii)(G} and 164.528(b)(1). 

(3) At the request of DSHS or In response to a request made dlreclly to the Business Associate by 
an Individual, Business Associate shall respond, in a tlme!y manner and In accordance with 
HIPAA and the HIPAA Rules, to requests by Individuals for an accounting of disclosures of PHI. 

(4) Business Associate record keeping procedures shal be sufficient to respond lo a request for an 
accounting under this section for the six (6) years prior to the date on which the accounting was 
requested. 

b. Access 

(1) Business Associate shall make available PHI that it holds that Is part of a Designated Record 
Set when requested by DSHS or the Individual as necessary to satisfy OSHS's obligations 
under 45 CFR 164.524 (Access of Individuals to Protected Health Information). 

(2) When the request is made by the Individual lo the Business Associate or if DSHS asks the 
Business Associate to respond to a request, the Business Associate shall comply with 
requirements in 45 CFR 164.524 (Access of Individuals lo Protected Health Information) on 
form, time and manner of access. When the request is made by OSHS, the Business Associate 
shall provide the records to DSHS within ten ( 10) business days. 
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c. Amendment. 

( 1) If OSHS amends, in whole or in part, a record or PHI contained in an Individual's Designated 
Record Set and DSHS has previously provided the PHI °' record that Is the sub}ect of the 
amendment to Business Associate, then DSHS will inform Business Associate of the 
amendment pursuant to 45 CFR 164.526(c)(3) (Amendment of Protected Health lnformatloo). 

(2) Business Associate shall make any amendments to PHI In a Designated Record Set as directed 
by DSHS or as necessary to satisfy DSHS's obligations under 45 CFR 164.528 (Amendment of 
Protected Health Information). 

36. Subcontracts and other Third Party Agreements. In accordance with 45 CFR 164.502(e)(1){ii), 
164.504(e)(1)(i), and 164.308(b)(2), BUS1ness Associate shad ensure that arry agents, Subcontractors. 
independent contractors or other third parties that create, receive. maintain, or transmit PHI on 
Business Ass(l()iate's behalf, enter Into a written contract that contalns the same terms, restrictions, 
requirements, and conditions as the HIPM compliance provisions In this Contract wllh respect to such 
PHI. The same provisions must also be included In any contracts by a Business Assoclate's 
Subcontractor with its own business associates as required by 45 CFR 164.314(a)(2)(b) and 
164.504(e)(5) 

37. Obligations. To the extent the Business Associate is to carry out one or more of DSHS's obligation{s) 
under Subpart E of 45 CFR Part 164 (Privacy of Individually Identifiable Health Information). Business 
Associate shall comply with all requirements that would apply to DSHS in the performance of such 
obligation(s). 

38. Llablllty. Within ten (10) business days, Business Associate must notify OSHS of any complaint, 
enforcement or compliance action initiated by the Office for Civil Rights based on an allegation of 
violation of the HIPAA Rules and must inform OSHS of the outcome of that action. Business Associate 
bears all responsibility for any penalties, fines or sanctions imposed against the Business Associate for 
violations of the HIPAA Rules and for any imposed against its Subcontractors or agents for which it is 
found liable. 

39. Breach Notification. 

a. In the event of a Breach of unsecured PHI or disclosure that compromises the privacy or security of 
PHI obtained from DSHS or involving DSHS clients, Business Associate will take all measures 
required by state or federal law. 

b. Business Associate will notify DSHS within ooe ( 1) business day by telephone and in writing of any 
acquisition, access. Use or disclosure of PHI not allowed by the prnvisions of this Contract or not 
authorized by HIPAA Rules or required by law of which it becomes aware which potentially 
compromises the security or privacy of the Protected Health Information as defined in 45 CFR 
164.402 {Definitions). 

c. Business Associate will notify the DSHS Contact shown on the cover page of this Contract within 
one (1) business day by telephone ore-mall of any potential Breach of security or privacy of PHI by 
the Business Associate or Its Subcontractors or agents. Buslness Associate will follow telephone or 
e-mail notification with a faxed or other written explanation of the Breach, to include the following: 
date and time of the Breach, date Breach was discovered, location and nature of lhe PHI, type of 
Breach, origination and destination of PHI, Business Associate unit and personnel associated With 
the Breach, detailed description of the Breach, anticipated mitigation steps, and the name. address, 
telephone number, fax number, and &-mail of the individual who is responsible as the primary point 
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of contact. Business Associate will address communications lo the OSHS Contact. Business 
Associate wlU coordinate and cooperate with DSHS to provide a copy of its investigation aod other 
information requested by DSHS, induding advance copies of any notfficatlons required for OSHS 
revieW before disseminating aod verification of the dates notifications were sent. 

d. If DSHS determines that Business Associate or its Subcontractor(s) or agent(s) iS responSible for a 
Breach of unsecured PHl: 

(1) requiring notification of Individuals under 45 CFR § 164.404 (Notification to Individuals). 
Business Associate bears the responsibility and costs for notifying the affected Individuals and 
receiving and responding to those Individuals' questions or requests for additional information: 

(2) requiring notification of the media under 45 CFR § 164.406 (Notification to the media), Business 
Associate bears the responsibility and costs for notifying the media and receiving and 
responding to media questions or requests for additional information; 

(3) requlrlng notification of the U.S. Department of Health and Human Seivices Secretary uoder 45 
CFR § 164.408 (Notification to the Secretary), Business Associate bears the responsibility and 
costs for notifying the Secretary and receiving and responding to the Secretary's questions or 
requests fof' additional Information: and 

(4) DSHS will take appropriate remedial measures up to termination of lhls Contract. 

40. Mlscallaneoua Provisions. 

a. Regulatory References. A reference in lhis Contract to a section in the HIPAA Rules means the 
section as in effect or amended. 

b. Interpretation. Any ambiguity in this Contract shaN be interpreted to permit compliance with the 
HIPAA Rules. 
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Special Term• and Conditions 

1. Definitions. 

a. • MA" or ·Contractor• shall mean the Area Agency on Aging that Is a party to this Agreement, and 
includes the AAA's officers, directors, trustees, employees and/or agents unless otherwise stated in 
this Agreement For purposes of this Agreement, the AAA or agent shall not be considered an 
employee of DSHS 

b. "ACD" means Agency Contracts Database. ACD is used to access. produce and manage contracts 
and manage oonb'Bctor information for DSHS and MAs. 

c. "ACES" or "Automated Client Eligibility System• is a database managed by ESA ITS to support field 
operations. 

d. "Authorizer" A representative appointed by the AM to assure users AAA level and AL TSA level 
access requests are proeessed using the Secure Access Request Form 17-226. Authorizers 
assute users meet attestation, training and other syslefTI aocess requirements. They assure 
paperwort< rs processed in acc:ordanoe with MB's, instructions, and data share agreement 
requirements. Authorizers manage AAA level access requirement locally establishing profiles and 
user level permissions. Authorizers are the first point of contact when issues occur for users and 
route issues to local IT or escalate to AL TSA as needed. AAA Authorizers are responsible for 
keeping track of their pool of employee IDs, for applicable systems. 

e. "Automated Client Eligibility System (ACES)" Online Is a tool for public assistance eligibifity 
delem'lination, Issuing benefits, managemenl suppon, and sharing of data between agencies to 
include client demographics. 

f. "ADSA Reporting• is now referred to as DDA/HCS Reporting and interfaces with reporting services 
to provide a subset of information to case management or supervisor level data for individual AAA 
offices. 

g. "Agreement" means this Agreemellt. including al documenls attached or incorporated by reference. 

h. "DataMart" means a self-sentlce cube that allows users with adive directory accounts to aceffs 
consolidated AL TSA and OOA data to support operations, management or ad-hoc data needs. 11 
feeds excel spreadsheets or other tools connected to a cube that allow users to easily create their 
own ad hoc reports. This applies to the 17-226 AL TSA Data Mart - CARE and AL TSA Data Mart -
P1/AFRS. 

i. •Area Plan" means the document submitted by lhe AAA to DSHS for approval every four years. wilh 
updates every two years, which sets forth goals, measurable objectives, outcomes. units of seNice, 
and identifies the planning, coordination, administration, sodal se,vices and evaluatlon of activities 
to be undertaken by lhe AAA to carry out the purposes of the Oldec- Americans Act, the Social 
Security Act, the Senior Citizens Services Act, or any other statute for which the AAA receives 
funds. 

j. "Barcode" is a clent server system that manages workflow and document images. Twenty maior 
· component subsystems include childcare eligibility and social service case management. Provides 

programmed and ad hoc access to ACES, eJAS. and native Barcode data. 

k. "BCS" Background Check System - Provides background check information on cients. vendors 
and staff to meet OSHS requirements where appropriate. 
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I. "Comprehensive Assessment and Reporting Evaluation (CARE)' Is the tool used by case manag«s 
to document a dienfs functional abiity, determine eligibility for long-term care services, evaluate 
what and how much assistance a Client will receive, and develop a plan of care. CARE Interfaces to 
the Consumer Direct Caregiver Netwoit of WA (CDWA), and the legacy Tail0f8d Caregiver 
Assessment and Referral (TCARE) system and their reporting systems for demographic, 
assessment, and service plan infonnalion. 

m. "CFR" means Code of Federal Regulallons. All references in this Agreement to the CfR shall 
include any successor, amended, or replacement regulalion. 

n. "CITRIX" Is a method to access OSHS resources for staff on the DSHS network working from a 
remote location. CITRIX Is allowed on personal devices to remote into a DSHS computer in 
network and other virtual desktop environment applications. 

o. "Client" means an individual who Is eligible for or receiving services provided by the AAA in 
connecoon with this Agreement. 

p. •ctient Registry" (CReg) is a secure web-based application centralizing client information and 
providing a single location to support client service research. Client Registry is used to provide high-­
level demographic information and setVice history for AAA case management staff from multiple 
DSHS administrations. Client Registry (CReg) is managed by DSHS Technology Security Division 
(TS□) 

q. "CLC" means Community Living Connections. washington State's name for the No-Wrong Door 
access network of Area Agencies on Aging and their state, regional and local partners. 

r. "CLC-OelCare• means a vetsion of RTZ's GetCare produd modified to support Washington State's 
Community Living Connections. It Is used for managing programs funded by the Older Americans 
Act, CMS, state gene,al fund, local resources, and federal grants. including Medicaid AHemative 
care (MAC) and TailOted Supports for Older Adults (TSOA). It a cloud-based platform for client 
and program management that supports reporting for the National Aging Program lnfonnation 
System and Older Amertcans Act Performance System {OMPS). It also supports the CLC public 
website wiU1 a consumer portal and a resource directory. CLC/GetCare System is used in order to 
manage. record, and report service provision and utilization, demographics, resource directory, 
consumer website Information and to access TCARE screening, assessment, and care planning 
tools. 

s. •contracts Administrator" means the manager, or sucoessor, of Central Contract Services or 
successor section or office 

t DDAIHCS Reporting interfaces with reporting services to provide a subset of information to case 
management or supervisor level data for individual AAA offices. 

u. "Disclosure" means the release. transfer, provision of, access to, or divulging in any other manner 
of information outside the entity holding the information. 

v. "□MS- or "Document Management Service" is an automated subsystem of Barcode that uses 
imaging technology and document assignments to manage client documents and workflow. 

w. "DSHS' or -.he Department• means the Slate of Washington Department of Social and Health 
Services and its employees and authorized agents. 
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x. "Equipment• means tangible, nonexpendable, personal property having a useful llfe of more than 
one year and an acquisition cost of $5000 or m0f'8 per unit. 

y. "ESA• or "Economic Services Administration• iS an administration under the Department of Social 
and Health Services. 

z.. "HIPAA" means the Health Information Portability and Accountability Act of 1996, as codified at 42 
USCA 1320d-d8. 

aa. "lndividuar means the person who is the sulJiect of PHI and includes a person who qualifies as a 
personal representative in accordance with 45 CFR 164.502(g). 

bb. "IPOne" means Individual Provider One. IPOne Is an onllne electronic payment system that a•ows 
Individual Providers to Sl.lbmlt tlmesheets, receive pay for In home ctlents, and allows providers to 
manage Medicaid claims. 

cc. "LC" iS Washington State Leaming Center (WSLC) an e-leaming platform for accessing OSHS and 
AL TSA level lrainings. LC is a Leaming Management System (LMS) for llmlted designated MA 
staff members to access DSHS training. A.Ms; may purchase additional Ncenses If clesJred. 

dd. "MMIS" means Medicaid Management Information System .and it is associated with ProviderOne 

ee. "OAA~ means Older Americans Act and refers to P.L. 106-501, 106th Congress, and any 
subsequent amendments or replacement statutes thereto. 

ff. "PefSonal Information" means information identifiable to any person, inctudlng, but not llmlted to, 
Information that relates to a person's name, health, finances, education, business, use or receipt of 
governmental services°' other activities, addresses, telephone numbers, social security numbers, 
drlvef license numbers, olher identifying numbefs. and any financial identifiers. 

gg. "PHI" means protected health infonnation and is information created or received by Business 
Associate from or on behalf of Covered Entity that relates to lhe provision of health care to an 
individual; the past, present, or future physical or mental health or condition of an individual: or past, 
present or future payment for provision of health care to an individual. 45 CFR 180 and 14. PHI 
includes demographic information lhat identifies the Individual or about which there is reasonable 
basis to believe, can be used to identify lhe individual. 45 CFR 180.103. PHI is information 
transmitted. maintained, or stored in any form or medium. 45 CFR 184.501. PHI does not indude 
education records covered by the Family Educational Righi and Privacy Act. as amended, 20 USCA 
1232g(a)(4){b}{iv). 

hh. ·ProviderOne" is a Medicaid Management Information System (M MIS) for S81Vice providers and 
staff to view authortzation, payment, scheduling and dlent service data. It interfaoes between ACES 
and the HCA. Uses lhe info to authorize payment from medical providers, generate reports, and 
obtain federal funding. 

Ii. ·PRISM" stands for Predictive Risk Intelligence System, It is a secure web-based applcaUon 
accessed through Secure Access washlngton fOf care coordination. A separate Data Share 
.Ag(eement with the AAA govems use and requirements. 

jj. "RCW' means lhe Revised Code of Washington. AU references in tt»s Agreement to RCW chaptera 
or sections shall inclUde any successor, amended, or replacement stall.lte. Pertinent RCW chapters 
can be accessed at http://slc.leg.wa.gov/_ 
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kk. "Real Property" means land, Including land improvements, stnJctures, and appurtenances thereto, 
excluding movable machinery and equipment 

I. "Regulation" means any federal, state. or local regulation, rule, or ordinance. 

mm. •QA Monitor" means Quality Assurance Monitor and it is used to assess lhe assessor or do 
supervisory reviews. Quality Assurance monitoring ensures that all services promote heatth, safety, 
and self--determination for all participants. Identifies efficient and effective practices in services 
delivery and ensures federal and state assurances are met 

nn. "SAW means SecureACCNs WSshington. SAW is a single sign-on application gateway created by 
Washington State's Department of lnfonnation Sen/ices to access government services accessible 
via the Internet 

oo. "Subcontract· means any separate agreement or contract between the AAA and an individual or 
entity ("Subcontractor") to perform al or a portion of the duties and obligations that the Contractor is 
obligated to perform pursuant to this Agreement. 

pp. "Subcontractor" means an individual or entity (including Its officers, dlfeclors, trustees, employees, 
andfor agents) wilh whom the AAA contracts to provide services that are specifically defined In the 
Area Plan or are otherwise approved by DSHS In accordance with this Agreement. 

qq. •subrecipient' means a non-federal entity that expends federal awards received from a pass­
tflrough entity to carry out a federal program but does not Include an individual tflat is a beneficiary 
of such a program. A subrecipient may also be a recipient of other federal awards directly from a 
federal awarding agency. 

rr. 'Supplies" means all tangible personal property other than equipment as defined herein. 

ss. -rCARE~ Tailored Caregiver Assessment and Refeffal Is a caregiver assessment and referral 
protocol designed to assist care managers who work with family caregivers who care for their adult 
relatives. 

tt. -use• means. with respect to Individually identifiable health information, the sharing. employment. 
application, utilization, examination, or analysis of such Information within an entity that maintains 
such Information. 

w. •user" means tfle AAA employee who has registered or approved access to a system listed in this 
Agreement. 

w. •VPN• Virtual Private Networking is a method of AAAs non on the DSHS network to access OSHS 
applications and internal resouroes 

WW. -wacareRpt Database" is an AL TSNDDA relational database containing a COpy of al CARE-
related data and is used by developers to create reports. 

xx. ·wAC' means the Washington Administrative Code. All references in tflis Agreement to WAC 
chapters or sections shall include any successor. amended, or replacement regulation. Pertinent 
WA.C chapters or sections can be accessed at http://slc.leg.wa.gov/. 

2. Statement of Work. The MA shall perform the servloes as set forth below and in accordance with 
Exhibit A, Data Security Requirements: 
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a. Authority to AcceH Data. RCW 74.39A.090 mandates that DSHS contract with Area Agencies 
on Aging (AAA's) to provide case management services to individuals receiving Title XIX personal 
care senrlces and to reassess and reaulhoriZe these individuals for Tille XIX pen.onal care sen,ices 
or other home and community services as defined by this statute. In order to effectively adminisler 
these DSHS services, the AAA's must have access to client data. and to certain DSHS information 
systems. 

b. Systems Access and Method of Access. The AAA may access or may request permission to 
access the following 

( 1) System Accau 

(a) By submitting AAA OSHS / HCA System Acoess Request (SAR) FOffll 17-228 
i. AL TSA Level 

(A) ACES Online 
(B) ProviderOne - View Only 
(C) IPOne (AAA retain aor::ess until the IP oontracts are fuUy transitioned to CDWA) 
(D)CReg 
(E) PRISM 
(F) VPN 

ii. AL TSA Leval - Requiring DSHS Active Directory 
(A) AL TSA Data Mart - CARE 
(8) AL TSA Data Mart - P 1 /AFRS 
(C) WaCareRpt Database 

iii. AAA Level 
(A) ACD - Agency Contracts Database 
(8) OOAIHCS Reporting 
(C) BarCode (DMS) 
(D) 8CS - Background Check 
{E) CARE Production ♦ Practice 
(F) CARE Web Production + Practice 
(G) CLCJGetCare 
(H) QA Monitor 

(b) Aging and Long-Term Support Administration (AL TSA) and Developmental Disabilities 
Administration (DDA) SharePoint sites. 

(c) DSHS' Internal Forms Picker Site. 

(d) "LC" Washington State Leaming Canter (WSLC) Trainings with monetary cost are prohibited 
unless AAA has created their own account The number of AAA staff wilh access will be 
negotiated with OSHS and may require a separate account for billing individual llcenses. 

(2) Method of Accus 

(a) The AM shall access these systems through the State Govemment Networtc (SGN), the 
Inter-Governmental Network (IGN), SecureAceess Washington (SAW,, or through a OSHS 
approved method of secure access. 

(b) The AAA agrees to follow the DSHS IT Security Policy Manual (Section 4.2.3.1. S1) that 
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covers unique user IDs and security elements of constructing safe passwords and protecting 
them from unauthorized disclosure. 

3. Access and Disclosure lnfonnatlon. The AAA shall not disclose the contents of any ctlent records, 
files, papers and communications except as necessary for the administration of programs to provide 
services to clients as required by law. 

a. The AAA shall !knit access to client data to the AM and any subcontractor staff wllose duties 
specifically require access to such data In the performance of ltieir assigned duties. AAA or 
subcontractor staff shall not access any Individual client data for personal purposes. Clients shall 
only be permitted to access their own data. 

b. The AAA shall ensure each employee signs the Contractor Agreement on Nondisclosure of 
Confidential Information form, attached as Exhibit C, provided by the Department to acknowledge 
the data aocess requirements prior to OSHS granttog access. Access will be given only to data 
necessary to the performance of this Agreement. The AAA shaN retain the original Nondisclosure 
form on file. The AAA shall have the foon avaUable for OSHS review upon request. 

The AAA must prOYide an annual written reminder of the Nondisclosure requirements to all 
employees with access to the data to remind them of the limitations, use or publishing of data. The 
AAA shall retain documentation of such reminder on file for monitoring purposes. 

c. The AAA shall not use or disclose any information concerning any DSHS client for any purpose not 
directly connected with the administration of the AAA's responsibiities under this Agreement except 
by prior written consent of the DSHS client, his/her attorney, parent or guardian. 

d. The AAA or its service provider may disclose information to each other or to OSHS for purposes 
directly connected with the administration of their programs. This includes, but Is not limited to. 
determining eligibility, providing services. and participation in an audit. The AAA and Its service 
providers shall disclose information for authorized research, statistical, monitoring and evaluation 
purposes conducted by appropriate federal agencies and OSHS. DSHS must authorize In writing 
the disclosure of this information to any other party not identified in this section. 

e. The AAA staff shall not link the data with personal data or indMdually Identifiable data from any 
other source nor re-disclose the data unless specifically aultiorlzed in this Agreement or by the prior 
written consent of DSHS. 

f. The AM. shall notify each system Administrator within five business days when a User leaves 
employment or otherwise no longer requires system access. Upon notification. the system 
Administrator will deactivate the User ID and terminate access to the applicable application(s). The 
AAA shaN confirm the need for continued access for each User of the ACD on a quarterly basis. 

g. The AM. shall ensure that only registered system Users access and use the systems in this 
Agreement use only thei- own User ID and password to access the systems and do not allow 
employees who are not registered to borrow a User ID or password to access any systems. 

h. Access to systems may be continuously tracked and monitored. DSHS reserves the right at any 
time to conduct audits of systems access and use, and to investigate possible violations of this 
Agreement and/or violations of federal and state laws and regulations governing access to 
protected health information. 

4. Dissemination to Staff. Prior to making information available to new staff and annually thereafter, the 
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AAA shall ensure that staff accessing the Personal Information or PHI under this Agreement are trained 
in HIPM use and disclosure of PHI requirements and understand: 

a. Confidentiality of Client Data 

( 1) Client data is confidential and is protected by various state and federal laws. The basis for this 
protection is the individuars right to privacy as outlined in the HIPPA Privacy Rule- 45 CFR 160 
to 415 CFR 164. 

(2) Personal Information means demographic and financial information about a particular individual 
that Is obtained through one or more sources (such as name, address, SSN, and phone 
numbers). RCW 42.156.210 lists the information that Is exempted from pub6c inspection and 
copying. 

b. Use of Client Data 

( 1) Client dala may be used only for pUtpOses of these contracted services, directly related to 
providing services to the client or for the operation of aging and long-term care programs. 

(2) Any personal use of client information is strictly prohibited. 

(3) Access lo data must be limited to those staff whose duties specifically require access to such 
data In the performance of their assigned duties. 

c. Disclosure of lnformatiOn 

(1) Client information may be provided to the client, client's authorized guardian. or a client­
authorized 3rd party per WAC 388-01. and the long-Tenn Care Manual. 

(2) Client information may be dis-dosed to other individuals or agencies only for purposes of 
administering DSHS programs, within regulato,y constraints for each data type. 

(3) Questions related to disclosure are to be directed to the Home and Community Programs Public 
Disclosure Coordinator. 

(4) Any disclosure of infonnation contrary to this section is unauthorized and is subject to penaltie6 
identified in law. 

5. Security of Data 

a. The AAA shall take reasonable precautions to secure against unauthorized physical and electronic 
access to data, whictl shall be protected In a manner that prevents unauthorized persons, including 
the general publlc, from retrieving data by means of computer, remote terminal, or other means. 
The AAA shall take due care to ensure AM and Its subcontractors protect said dala from 
unauthorized physical and electronic access. The data will be stored on computers with security 
systems that require individual user IDs and hardened passwords. Only persons who have signed 
the Contraelor Agreement on Nondisclosure of Confidential Information fonn covering this data 
share agreement will be able to access the data lhat Washington State shares with the AAA under 
this Agreement. 

b. The AAA shall ensure disks and/or documents generated in printed form from the electronic file are 
properly returned, destroyed or shredded when no longer needed so unauthorized individuals 
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cannot access client lnfonnation. Data deslrOyed shall include all copies of any data sets in 
possession after lhe data has been used for the purpose specified herein or within 30 days of the 
date of temMnalion and certify such desln.lctlon to OSHS. DSHS shall be responsible for destroying 
the returned documents to ensure confidentially i:s maintained. The Data provided by DSHS win 
remain the property of DSHS aod Will be promptly destroyed as allowed by law and when the AAA 
and Its subcontractors have completed Iha work for which the infonnation was required, as fully 
described by incorporated Exhibit A Data Seariy Requirements. 

c. The AAA shall protect information according to state and fed•al laws Including Iha ro11ow1ng 
Incorporated by reference: 

(1) Privacy Act 1974 5 USC subsection 5528; 

(2) Chapter 40.14 RCW Preservation and Destruction of Public Records: 

(3) Chapter 74.04 RCW General Provisions -Administration; 

(4} Chapter 42 .56. 21 O RCW Certain Personal & Other Records Exempt; 

(5) 45 CFR 205.50 provides for Safeguarding information for the financial assistance Programs and 
identifies limitations to disclosure ol said infonnation; and, 

(6) Public Law 99-508 (18 USC section 2510et. Seq. Eleclronic Communications Privacy Act of 
1986) Part A of Title IV of the Social Security Act authorizes disclosure of client information and 
provides for safeguards, which restrict the use or disclosure of information concerning 
applicants or recipients to purposes directly connected with administration of the program. 

d. AAA employees, contractors, and agents that have ac::eess to the ACES system will ensure that they 
comply with lhe security and safeguarding requlremenls as per the Al TSA/ESA Data Sharing MOU 

e. ADS/Seatlle King County AAA - OSHS expressly acknowledges and agrees that Contractor may 
share PHI with Collective Medical and place PHI on the Colective Medical system, thereby 
permitting olher meclic:al providers to access and use the PHI for purposes of medical treatment 
Contractor shall submit its contract with Collective Medical to DSHS for approval. 
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Exhibit A- Data Security Requirements 

1. Dennltlons. The words and phrases listed below, as used In this Exhibit, shall each have the following 
definitions: 

a. "AES" means the Advanced Eoc,yption Standard, a speclflcallon of Federal Information Processing 
Standards Publications for the enctyption of eledronlc data Issued by the National Institute of 
Standards and Technology (http://nvlpubs.nlst.gOY/nistpubslFIPSINIST. Fl PS.197 .pdf). 

b. "Authorized Users(st means an individual or individuals with a business need to access DSHS 
Confldentlal Information, and who has or have been authorized to do so. 

c. "Business Associate Agreemenr means an agreement between DSHS and a contractor who is 
receiving Data covered under the Privacy and Security Rufes of the Heallh Insurance Portabilly 
and Accountability Ad. of 1998. The agreement establishes pennitted and required uses and 
disclosures of protected health information (PHI) in accordance with HIPAA requirements and 
provides obligations for businesS associates to safeguard the information. 

d. ·category 4 Data" is data that is confidential and requires special handling due to statutes or 
regulations that require especially sbict protection of the data and from which especially serious 
consequences may arise in the event of any compromise of such data. Data dassified as Category 
4 includes but is not limited to data protected by: the Health lnsuran<:e Portability and Accountablily 
Act (HIPAA), Pub. L. 104-191 as amended by the Health Information Teclmology for Economic and 
Clinical Health Act of 2009 {HITECH), 45 CFR Parts 160 and 164; the Family Educational Rights 
and Privacy Act (FERPA), 20 U.S.C. §1232g; 34 CFR Part 99; Internal Revenue Service 
Publication 1075 (htlps1/www.irs.gov/pub/irs-pdf/p1075.pdf); Substance Abuse and Mental Health 
Services Administration regulations on Confidentiality of Alcohol and Drug Abuse Patient Records, 
42 CFR Part 2; and/or Criminal Justice Information Services, 28 CFR Part 20. 

e. "Cloud" means data storage on servers hosted by an eotlty other than tile Contractor and on a 
network outside the control of the Contractor. Physical storage of data in the doud typically spans 
multiple servers and often multiple locations. Cloud storage can be divided between consumer 
grade storage for personal files and enterprise grade for companies and governmental entitles. 
Examples of consumer grade storage would include iTunes, Dropbox, Box.com, and many other 
entities. Enterprise doud vendors include Microsoft Azure, Amazon Web Services, and Rackspace. 

f. "Encrypt" means to encode Confidential Information Into a fonnat that can only be read by those 
possessing a "key": a pa6SW0rd, digital certificate or other mechanism available only to authorized 
users. Enctyplion must use a key length of at least 256 bits for symmetric keys, or 2048 bits for 
asymmetric keys. When a symmetric key Is used, the Advanced Encryption Standard (AES) must 
be used if avrulable. 

g. "FedRAMP" means the Federal Risk and Authorization Management Program (see 
www.fedramp.gov), which is an assessment and authorization process that faderal government 
agencies have been directed to use to ensure security is in place when accessing Cloud computing 
products and services. 

h. "Hardened Password" means a string of at least eight characters containing at le8$l three of the 
following four character cla$ses: Uppercase atphabetic, lowercase alphabetic, numeral, and special 
characters such as an cl$lerisk, ampersand, or exclamation point. 
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i. "Mobile Device• means a computing device, typically smaller than a notebook, which runs a mobile 
operating system. such as iOS, Android, or Windows Phone. Mobile Devices include smart phones, 
most tablels. and olfler form factors. 

j. "Multi-factor Authentication" means controRing aocess to oomptJters and other JT resouroes by 
requiring two or more piaoes of evidence that the user is who they dairn 10 be. These pieoes of 
evidence consist of something the user knows, $UCh as a passworo or PIN; something the user has 
such as a key card, smart card, or physical token; and something the user is, a biometric identifier 
such as a fingerprint, facial scan, or retinal scan. "PIN" means a personal identification number, a 
series of numbers which act as a password for a device. Since PINs are typically only four to six 
characters, PINs are usually used in conjunction with another factor of authentication, such as a 
fingerprint 

k. •Portable Device" means any computing device with a sman form factOf, designed to be transported 
from place to place. Portable devices are primarily battery powered devices with base computing 
resources in the form of a processor, memory, storage, and network access. Examples Include, but 
are not limited to, mobile phones, tablets, and laptops. Mobile Device is a subsel of Portable 
Device. 

I. "Portable Media" means any machine readable media that may routinely be stored or moved 
independently of computing devices. Examples include magnetic tapes, optical discs (CDs or 
DVDs), flash memory (thumb drive) devices, external hard drives, and internal hard drives tllat have 
been removed from a computing device. 

m. "Secure Alea. means an area to which only aUlhoriZed rep,esentatlves of lhe entity possesSing the 
Confidential lnformalion have acoess. and access is conlrOlled through use of a key, card key, 
combination lock, or comparable mechanism. Secure Areas may include buildings, rooms or 
locked storage oonlainers (such as a filing cabinet or desk drawer) within a room, as long as access 
to the Confidential lnfonnation is not available to unauthorized personnel. In otherwiSe Secure 
Areas, such as an office wilh restricted access, the Data must be secured in such a way as to 
prevent access by non-aulhorlzed staff such as janitorial or facility security staff, when authorized 
Contractor staff are not present to ensure that non-authorized staff cannot access ii. 

n. "Trusted Network" means a network operated and maintained by the Contractor, which includes 
security controls sufficient to protect DSHS Data on that netwoot. Controls would include a firewall 
between any other networ1cs. access control lists on networking devices such as routers and 
switches, and other such mechanisms which prolect lhe confidentiality. integrity, and availability of 
the Data. 

o. "Unique User 10• means a string of characters that identifies a specific user and which, in 
conjunction with a password, passphrase or other mechanism, authenticates a user to an 
information system. 

2. Authority. The security requltements described In this document reflect Ille applicable requirements of 
Standard 141.10 (hllps;(locip.wa,qoy(po&ciea) of the Office of the Chief Information Officer for the state 
of Washington, and of the DSHS lnfomiatlon Security PoNcy and Standards Manual. Reference 
material related to these requirements can be found here: https:/lwww,dshs,wa ,qoylffa/keeplna-dshs­
dirijnformation-priyate-and-secure. which is a site developed by tlie OSHS lnfonnalion Security 
Offlee and hosted by DSHS Central Contracls and Legal Services. 

3. Administrative Controls. The Contractor must have the following conlrols in place: 
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a. A documented sec:ulily poNcy governing the secure use of its computer network and systems. and 
which defines sanctions lhat may be applied to Contractor staff for violating that poncy. 

b. If the Data shared under this agreement is classified as Categmy 4, the Contractor must be aware 
of and compliant with Ille applicable legal or regulatory requirements for 1hat Category 4 Data. 

c. If Confidential Information shared under this agreement is classified as Categmy 4, the Contractor 
must have a documented risk assessment for the system(s) housing the category 4 Data. 

4. Authorization, Authentication, and AccH:s. In order to ensure that aeces& to lhe Data is limited to 
authoriied staff, the Contractor mU&t: 

a. Have documented poUc:les and procedures govemlng access to systems with lhe shared Data. 

b. Restrict access through adminiSttative, physical. and technical controls to authorized staff. 

c. Ensure that user accounts are unique and that any given user account logon ID and password 
combination is kncwn only to the one employee to whom that account is assigned. For purposes of 
non-repudiation, it must always be possible to determine which employee perfonned a given action 
on a system housing the Data based solely on Ille logon ID used to perform the action. 

d. Ensure that only autholized users are capable of accessing the Data. 

e. Ensure lhat an employee's access to the Data is removed immediately: 

(1} Upon suspected compromise of the user credentials. 

(2) \l'v'hen their employment, or the conlract under which the Data is made available to them, is 
terminated. 

(3) V\lhen they no longer need access to the Data to fuffill lhe requirements of the contract. 

f. Have a process to periodically review and verify that only aulhorized users have access to systams 
containing DSHS Confidential Information. 

g. When accessing 1he Data from within the Contractor's network (the Data stays within the 
Contractor's network at all times), enforce password and logon requnments for users within the 
Contractor's network, induding: 

(1) A minimum length of 8 characters, and containing at least tine of the following character 
classes: uppercase letters. lowercase lettefS, numerals, alld spec:lal eharacten. such as an 
asterisk, ampersand, or exdamation point 

(2) That a password does not contain a usef's name, logon 10, or any form of ttleir full name. 

(3) That a password does not consist of a single dictionary word. A password may be formed as a 
passphrase which consists of multiple dictionary words. 

(4) Thal passwords are significantly different from the previous four passwords. Passwords that 
Increment by simply adding a number are not considered slgolficantty different 
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h. VVhen acoessing Confidential Information from an extemal location (lhe Data wll lravetSe the 
lntemet or othenuise travel outside the Contractor's nelWOrk), mitigate risk and enfofce password 
and logon requirements for users by employing measures lncludlog: 

(1) Ensuring mitigations applied to the system don't allow end-user modification. 

(2) Not allowing the use of clal-up connections. 

(3) Using indust,y standard protocols and solutions for remote aCQM;s. Examples would Include 
RADIUS and Citrix. 

(4) Encrypting au remote access traffic from lhe external workstation to Trusted Netwot1< or to a 
component within the Trusted Ne1wortl;. The traffic must be encrypted at all limes while 
traversing any network, including the Internet, which ls not a Trusted Network. 

(5) Ensuring that the remote access system prompts for re-authentication or perlorms automated 
session termination after no more than 30 minutes of Inactivity. 

(6) Ensuring use of Mufti-factor Authentication to connect from the external end point to the internal 
end point. 

i. Passwoo:ls or Pl N codes may meet a lesser standard if used in conjunction with another 
authentication mechanism, such as a biometric (fingerpmt, face recognition, iris scan) or token 
(software. hardware. smart card, etc.) in that case: 

(1) The PIN or password must be at least 5 letters or numbers when used In conjunction with at 
least one other authentication factor 

(2) Must not be comprised of all the same letter or number ( 11111, 22222. aaaaa. would not be 
acceptable) 

(3} Must not contain a "run• of three or more consecutive numbers (12398, 98743 would not be 
acceptable) 

j. If the contract specifically allows for the storage of Confidential Information on a Mobile Device, 
passcodes used on the device must 

(1} Be a minimum of six alphanumeric characters. 

(2) Contain at least three unique character classes (upper case, lower case, letter, number). 

(3) Not contain more than a three consecutive character run. Passcodas consisting of 12345, or 
abcd12 would not be acceptable. 

k. Render the device unusable after a maximum of 10 failed logon attempts. 

5. Protection of Data. The Conlractor agrees to store Data on one or more of 1he following media and 
p,otect the Data as described: 

a. Hard disk drives. For Data stored on local workstation hard disks, access to the Data will be 
restricted to Authorized User(s) by requiring logon to the local workstation using a Unique User 10 
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and Hardened Password or other authentication rnechaniSms which provide equal or greater 
security, such as biometrics or smart cards. 

b. Network server disks. For Data stored on hard disks mounted on nelWOfk servers and made 
available through shared foldera, access to the Data will be restricted to Authorized Users through 
the use of access control lists which will grant accass only after the Authorized User has 
authenticated to the network using a Unique User ID and Hardened Password or other 
authentication mechanisms which provide equal or greater security, such as biometrics or smart 
cards. Data on disks mounted to such servers must be located in an area which is accessible only 
to authorized personnel, with access controlled through use of a key. card key, combination lock, or 
comparable mectianlsm. 

For DSHS Confidential Information stored on these disks, deleting unneeded Data is sufficient as 
long as the disks remain in a Secure Area and otherwise meet the requirements listed in the above 
paragraph. Destruction of the Data, as ouUined below in Section 8 Data Disposition, may be 
deferred until the disks are retired. replaced, or otherwise taken out of the Secure Area. 

c. Optlcal discs (CDs or DVDs) In local workstation optical disc drtves. Data provided by DSHS 
on optical discs whicll wil be used in local workstation optical disc drives and which will not be 
transported out of a Secure Area. When not in use for the conlracted purpose, such discs must be 
Stored in a Secure Area. Workstations which access OSHS Data on optical discs must be located 
in an area which is accessible only to authorized personnel, with a0C9$s controled through use of a 
key, card key, combination lock, or comparable mechanism. 

d. Optical discs (CDs or DVDs) In drives or Jukeboxes attached to sef'\lers. Data provided by 
DSHS on optical discs which will be attached to network seNEWS and which will not be transported 
out of a Secure Area. Access to Data on these discs will be restric.ted to Aulhorlzecl Users through 
lhe use of access conlfol lists which will grant access only after the Authorized User has 
authenticated to the network using a Unique User ID and Hardened Password or other 
authentication mechanisms which provide equal or greater securtty, such as biometrics « smart 
cards. Data on discs attached to such se,vers must be located in an area which is accessible only 
to authorized personnel, with access oontrolecl through use of a key, card key, combination lock, or 
comparable mechaniSITI. 

e. Paper documents. Any paper records must be protected by storing the records in a Secure Area 
which is only accessible to authorized personnel. When not In use. such reoords must be stored in 
a Secure Area. 

f. Remote Access. Access to and use of Iha Data over the State Governmental Network (SGN) or 
Secure Access Washington (SAW) will be controlled by OSHS s1aff who will issue authentication 
aadentials (e.g. a Unique User ID and Hardened Password} to Authorized Users on Contractor's 
staff. Contractor will notify DSHS staff immediately whenever an Authorized User in pos$8$Sion of 
such credentials Is terminated or otherwise leaves the employ of the Contractor, and whenever an 
Authorized Users duties change such that the Authorized User no longer requires acce6'S to 
perform work for this Contract 

g, Data storage on po,table devices or media. 

(1) Except where odierwise specified herein, DSHS Data shall not be stored by the Contractor on 
portable devices or media unless specifically authorized within lhe terms and conditions of Iha 
Contract. If so authorized. the Data shall be given the foNOWing protections: 
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(a) Encrypt the Data. 

(b) Control access to devices with a Unique User ID and Hardened Password or stronger 
authentication method such as a physical token or biometrics. 

(c) Manually lock devices whenever they are left unattended and set devices to lock 
automatlcally after a period of inactivity, if this feature is avalable. Maxinum period of 
inactivity is 20 minutes. 

(d) Apply administrative and physical security controls to Portable Devices and Portable Media 
by; 

I. Keeping them In a Secure Area when not in use, 

ii. Using check-in/check-out procedures when they are shared, and 

iii. Taking frequent inventories. 

(2) \IVhen being transported outside of a Secure Area, Portable Devices and Portable Media with 
DSHS Confidential Information must be under the physical control of Contractor staff with 
authorization 10 access the Data, even If the Data is enaypled. 

h. Data stored for backup purpose&. 

(1) DSHS Confidential Information may be stored on Portable Media as part of a Contractor's 
existing, documented backup process for business continuity or disaster recovery purposes. 
Such storage is authorized until such lime as that media would be reused during the course of 
normal backup operations. If backup media is retired while OSHS Confidential Information still 
exists upon it, such media will be destroyed at that time in accordance with the disposition 
requirements below in Section 8 Data Disposition. 

(2) Data may be stored on non-portable media (e.g. Storage Area Network drives, virtual media, 
etc.) as part of a Contractor's existing, documented backup process for business continuity or 
disaster recovery pu,poses. If so, such media will be protected as otherwise described in this 
exhibit. If this media is retired while DSHS Confidential Information still exists upon it, the data 
will be destroyed at that time in accordance with the disposition requirements below in Section B 
Data Dispodion. 

i. Cloud storage. DSHS Confidential lnfonnation requires protections equal to or gfeater than those 
specified elsewhere Within this exhibit Cloud storage of Data is problematic: as neither DSHS nor 
lhe Conlractor has control of the environment In which the Data is stored. For this 11K1$0n: 

( 1) DSHS Data will not be stored in any consumer grade Cloud solution. unless all of the following 
conditions are mat 

(a) Contractor has written procedures in place governing use of the Cloud storage and 
Contractor attests in writing that all such procedures will be unifonnly followed. 

(b) The Data wll be encrypted while within the Contractor network. 

(c} The Data wil remain Encrypted during transmission to the Cloud. 
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Special Terms and Conditions 

(d) The Cata wlfl remain Encrypted at al times while residing within the Cloud storage solution. 

(e) The Contractor wil possess a deayption key for the Data, and the decryption key will be 
possessed only by the Contractor and/or DSHS. 

(f) The Data will not be downloaded to non-authorized systems. meaning systems that are not 
on either 1he DSHS or Contractor networks. 

(g) The Data will not be decrypted until downloaded onto a computer within the control of an 
Authorized User and within either the DSHS or Contractor's network. 

{2) Data wlfl not be stored on an Enterprise CIOud sklrage solution unless either: 

(a) The Cloud storage provider is treated as any other Sub-Contractor, and agrees in writing to 
all of the requirements within this exhibit; or, 

{b} The Cloud storage solution U$ed Is FedRAMP certified. 

(3) If the Cata includes protected heallh infotmatlon covered by the Health Insurance Portabirlly and 
Accountability Act (HIPAA), the Cloud provider must sign a Business Associate Agreement prior 
to Data being stored in their Cloud solution. 

G. System Protection. To prevent compromise of systems which contain DSHS Data or through which 
that Data passes: 

a. Systems containing DSHS Data must have all security patches or hotflxes applied within 3 months 
of being made available. 

b. The Conlractor will have a method of ensuring that the requlslte patches and hotflxes have been 
applied wi1hin the required llmeframes. 

c, Systems containing DSHS Cata shall have an Anti-Malware application. if available. installed. 

d. Anti-Malware software shall be kept up to data. The product, its anti-virus engine, and any malware 
database the system uses, wlfl be no more than one update behind currant 

7. Data Segregation. 

a. CSHS Cata must be segregated or othel'WiSe distinguiShable from non-DSHS data. This is to 
ensure that wtlen no longer needed by the Contractor, all OSHS Data can be identified for return or 
destruction. It also aids In determining whelher OSHS Data has or may have been compromised in 
the event of a security breach. As such, one or more of the following methods win be used for data 
segregation, 

(1) DSHS Data will be kept on media (e.g. hard disk, optical disc, tape, etc.) which will contain no 
non-DSHS Data. And/or, 

(2) OSHS Data will be stored lo a logical container on electronic media, such as a partition or folder 
dedicated to OSHS Data. And/or, 

(3} CSHS Data will be stored in a database which will contain no non-OSHS data. And/or, 

DSHS ~Conti.a~ 
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Speclal Terms and Conditions 

(4} DSHS Data will be stored within a database and will be distinguishable from non-OSHS data by 
the value of a specific field Of fields within database records. 

(5) \!\'hen stored as physical paper documents, DSHS Data will be physically segregated from non­
DSHS data in a drawer, folder, or olher container. 

b. VVl'len it is not feasible or practical to segregate DSHS Data from non-DSHS data, then both the 
DSHS Data and the non-OSHS data with which it is commingled must be protected as described in 
this exhibit. 

8. Data Disposition. V\lhen the contracted work has been completed or when the Data is no longer 
needed, ex<:ept as noted above in Section 5.b, Data shall be returned to DSHS or destroyed. Media on 
which Data may be stored and associated acceptable methods of destruction are as follows: 

Data stored on: Will be destroved bv: 
Server or wooc:statlon hard disks, or Using a "wipe• utlllty which Will ovetwrite the Data at 

least three (3) times using either random or &1ngle 
Removable media (e.g. floppies, use flash drives, character data, or 
portable hard disks) excluding optical discs 

Degaussing sufficiently to ensure that the Data 
cannot be reconstructed, or 

Phvsicallv destrovino the disk 

Paper documents with sensitive or Confidential Recycling 1hrough a contracted firm, provided the 
Information contract with the recycler assures lhat the 

confidentialitv of Data will be orotected. 

Paper documents containing Confidential lnfonmdion On-site shredding, pulping, or incineration 
requiring special handling (e.g. protected health 
information) 

Optical discs (e.g. CDs or DVDs) Incineration, shredding, or completely defacing the 
readable surface with a coarse abrasive 

Maanetic tane Oaaaussino. incineratina or crosscut shreddina 

9. Notification of Compromise or Potential Compromise. The compromise Of' potential compromise of 
OSHS shared Data must be reported to the DSHS Contact designated in the Contract within one (1) 
business day of discovery. If no DSHS Conlact is designated in the Conlract, then the notification must 
be reported to the DSHS Privacy Officer at dshsprlvacyofflcet@dshs.wa.gov. Conlractor must also 
take actions to mitigate the risk of loss and comply with any notification or other requirements imposed 
by law or DSHS. 

10. Data shared with Subcontractors. If DSHS Data provided under this Contract is to be shared with a 
subcontractor. the Contract wilh the subcontractor must include all of the data security provisions within 
lhis Contract and within any amendments, attachments. or exhibits wilhin this Contract. If the 
Contractor cannot protect the Data as articulated within this Contract, then the contract with the sub­
Contractor must be submitted to the DSHS Contact specified for 1his contract for review and approval. 
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-- AAA DSHS / HCA Systems Access Request ~lea~ 
AM Afldfng Mam 
/vi Area Agano/ 1111 Aging (AAA) may raqueat accasa 1D various tys1ams for ils emplD)'NI ar CQl'ltraclDra (AAA Uee111) Ll1der ita Oeta 
Share Agreemiln1S (DSA) with DSHS and HCA. ThiS Systems Access Request (SAR) fonn must be Signed by the AAA Authorizer and 
AAA User then sent to the Al TSA SUA Coo,dlnato, via secure emaH at: bCMltl'l9"..,,..,,.., "fl gov. 
AAA Ramovlnq U..111 
me AAA Authollnr must also notlly the OSHS AL TSA SUA CoordiNllor USitlg Ille SAR lom, wllhln five (5) business days when""9r an 
employee {AAA Uaer) will! aaiess ,vllls leavas Bfl1)1oyment or has a change of duliaa auch that 1he amplo~ no longer ~ulres 
accil58. If the ramoval of acca&s is emergent. pleaae include lhat information with the request. 

W lubFtnlnFM'I Addlna Ull!I 
If aCCl!II& is beirlg ~atad by an AAA subocnlractDr, 1h11 SIUbocnlrectcr must send Iha SAR form II> Iha AAA via aeon em!III, who will 
lhen send ii II> the ALTSA SUA COOldinalDI' via 8BQd email al bGMMIOYMMM5be wa ggy. The Al TSA SUA C00l'dlilalor will 
acoept the coml)leled SAA form 0NY flom the MA, not the subcontr~r. 

AAA Sllbc;onll'KIIH& Ramoytng """ 
The AAA subconllractor must also use Ille SAR l'orm lo p(O\llde not,,ce to IN AAA 'Nllntn 11.,.. (5) business days wlleneYe, a 
suboontraclor employee (AAA Uaer) wittl access right!I IENM!!I employment or has e change of duties such that the employee no longer 
raquil8s IIDCIIBS. If the removal of acce&& i& emergent. please inebde that inflllmelion with Iha reque&t. 
DSHS and HCA -411 grant I ,.mow, the approprlale accna pennlNlona to tne MA UHr. 

1 REQuEST TYPE REQUESTING ORGNollZATIONAND IMll.lNG AOORESS I 0A YE AECENEO 
'. D N-U&ar BCCll&S I I D Update user access 
1 D Rerruwe user 8CCl!ll!I I USER'S CARE ID (F APPll~I.E) 
1 D Change iar name 

SYSTEMS ACCESS REQUESTEO THROUGH ALTSA SYST£MS ACCESS R£QUIRltolG DSHS ACTIVE DIRECTORY 
0 VPN.., 0 ACESOnline 0 AL TSA Data Mart- CARE 
0 PRISM ... D ProYiderOne View Only 0 AL TSA Data Mart - P1 I AFRS 
□ Client Regi&tly ... □ IPOne ser.ct one D WeCaieRpt Dllllllbeae 
SYSTEMS ACCESS REQUEST SET UP AT MA LEVEL 

□ CARE Pfodudlcn + Practice 0 00M1CS Reporting 0 Barcode s.el One D CAMonil'iOr 
□ CARE Wab Pradudion + Pradicfl □ CLC/GetC11111 0 BCS - Backgrcund Chad! □ ACD SeledOne 
AM J Subconllac:lnr U..r llnfaml■don 
LAST NAME FIRSTNN.IE MIDDL.e INITIAL I OATEOF BIRTH--

•- _,_ .,.,""-'_'·---
ID NUMBER" PHONE NUMBER (AREA COOEI USER'S EMAIL ADDRESS-

rrn.e PRIOR IIIAME (OIANGE MAME REQUEST 

-------• •~ •~~•-•-•---~m., __ , -~• 
_______ , ____ 

·• 
MA I SUBCONTRACTOR OFFICE ACCESS JUS11F1CATION 

. Required: The 10 Numter IS astigllld 1)/t the AAA AUltlOtiter .. No generic email eddl9!181!11 (e.g. Ho!mail, Gmail, Yahoo, etr;:.} ... Please inciude required forms (SM in&1ructicJns) in addition lo Iha 17-226 . .... OATE Oft BIRTH Is only requlfed .-n seledlng PYO\ltdefOne or IPOne - fOr an other applica1lons it sllou1d be blank. 
Prolecbld Data Acceaa Aulhorlullon 
The HIPM Security rule slain that 8\l9f)' emple7JN that need& IICO!IS!i lo eladronic Pfolacted Health lnformllli1111 (ePHI) 11108MIS 
aulllorimtion fnlm an app~ autllclity and 1hal 1he need for lhls access based on jOb fundion or ,esponsi>ilil)' iS documerdad. I, 
1he under,igned AAA Aulh~r, "'8rify that I.he lnovidual for whom lhls access is being requested (AAA IJsef) hes a business need IO 
80011&& this data. has complalad the~ HIPM lrairwlg end the annual IT Security traiiling end hllli signed the niquirad AAA User 
Agreement on Syslem UAge ancl Non• Olsdosure ol Conl'denl;al Information inclu!Jed Will thlS Access Request This AAA IJs8fs 
accelllJ 1D this infonnation is eppq>riate under lhe HIPAA lntonn•on Ac:eeH Management standani In addition, 1Jii, emplo~ ha 
been inslruclad on 42 Cede of Federal ~ (CFR) Part 2 lhat govams lhe use of alcohal and drug abuse infllrmalion and is 
awaie that this t)'pe of d81a must be used only In aCC0t08nce Wilh tllese regUIIOON. I l\a'le atso ensured 1"81 Die necessary S1eps 
haWI baen taken to velidala the AAA U&er'& idantity balbra appromg eccea& lo ainfidantiel and prcieclad information. 

AulhoriDII lllgn■lu19 
DATE 

AM DIHS I HCA IVSTllll8 ACCESS REQUEST 
DSHS t7•2ZII CREV. 01121122) 
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AM Us.er Ag,cemenl on System Usage a1'd Non <I sclOs..rc o4 Con~dential ln1orrnat,on 
j v-;;;,AAA h«, ;,lered lfll<) Dato Shorn Agroement(I) with lht> state ol "Wahlnglon Oep,a,t,nenl of ~.111-~-Heal--1-h_Se_"'1Ge!i ____ _ 

I !DSHS) and Heal!h care A1.,1hority (HCA} tnat WIii au:Jh you BCC81!,S to da1B llnd reccn:ts 1hat a,e cle9ned Con(,:;ential lnlbnnation as 
defiN!d be!Ovt Priet to~ lht& Confdenbal lnl'Ormsllon you rr.LIS, sign ltl•S MA UMr Agrooment System U$3!ll!I 311<1 Non-

l. o,s(:()Sunt of Confdant<al 1nfcnna110n (Ag,~nt) ____ . __ 

Confldemlal lnfonnallon 
- ·--·------- -- ··- - -

· Confidential lntormaton • rreans 1n'ormaton that 111 exempt from di!lde&ure ta Ille pubic or other unauthonzud persons under 
ChaQler42.56 RC'v"I orolhQf l'oderal or lilatu ~- Confidonba: 1"1forrnatlon r.dudcs tM ,snot limiW<I lo. Pto:ected Health 
lnfomaticr. and Personal lnfllrmBMln 
• Proledll!d Hei!lth lnfonnation" means infollTTation that rala19s to tho orovrsion of health caro lo an individual lhu past. pru$tl!I!, or 
•u:uio phy$t~I O' mental t1ea1111 or condl(ton or an 1nd1Yduat, or me post present or !uture payment 1or prov.s1on or l'lealtl\ care lo on I ,ni:1Maua1 and includes de-ncgraphic. infol'l'latrcn that 1der1ifes :he Individual or can be u11ed to ideT'1ify t:-.e indlVidual 

, • Persar.al lnlo"'llalicn· "1Mnl inlonnation ldenti~ablo to any p0r5on. including tM not ln,,,too to. lnlotmatiQI\ tf\111 rotal.8$ lo a I 
I pet8CII ·• name, health, floanoes. ec!ueat1an. b1.tS1ness. use or receipt at governmental &eMces or other aaiv-'lllls. addrH!IN 

!eleflhO!le nU1'11:l&ls. social seo .. inty numbers. dl1ver license numbers. ~ ::ard numDers any other dentllying numbers. and ary 

I :.::,-:;:::,.."'! ·"' ~- . _ _ _ _ _ _______ . _____ .. __________ _=J 
I' State laws (lflCluO,~, but not limited 10, ACW 1404 000, RCW TA 34 09!), and RCW 10 02.020) and fad&ral reg.Aations (1nc:Lldt0g 

~1 not liir.111<1 to, HIPM Privacy and Secun!y Ruin, 45 CFR Part 160 al"'d Pa/1 164, Co,,fida'111ali1Y of Alalhol and Drug Ab.ise 

I P1ber.1 Rceo1ds, 1.2 Cl R, Part :l, and Soleguaro,ng tnJ1orrr,a11on on Ar>plt~'IIS atld tle<'eftc,artea. A2 CFR Part 431, Subpart f J 
~hlb1t una .. lhonzed access use. e< dtsacsure al Canfidenba lnfoffnation v,ola!ion ol 1he&e laWs .,,_., ,._1 ,n cn1'11na1 or ci.-1 

, p&nalltas or lines. ____ ..J 

l~u..rA1surancaorco•nt11111y - -=- ~-· ::=~-==--=--:=-: __ =-··- _ _j 

I In consldoratiOn lot DSHS and HCA g,anttng me ace$$ to the PRISM, Pro.-cUWOne or oltler sys,ema and me Confidertta1 1 
lnformallan 1n those systems I agrae lhBI I 
I ), v'il~ acc:en, UN, and d11close Confidential Information only in acccruar.::e w 1h Ille leffn& of lti'5 Agreement and ::ons,sbmt "1111 

'! IIIIJPfit:able stat:ile5. regulstlon$, and poliCes 
, 2) Hove an al.Jtl'lOriZea llustneat requirement 10 aoces.a and ..-se DSHS or HCA sys:ems and v•~ OSHS or HCA Confidem1al 

lnforrnallon 
I J) W~ not use 01 disclose any C011fitlunttal 1nr01mation 93,noo by ffla$0l'I ot 1his AQreorn0111 ro, any commeroal or petSOnal 

purpn&e, ffl!lllllrch or an, other purpose !ha1 ,s not dtredly ooMecled w1lh client care coD/'Clination ana qua11ty improveft'let\t 
I A} "11111 nae uaa my acces1 to look up or .,,_ tnformatiOll about family ITleTibers. 'riends. the relatives or f.,ends of ol"'er empl()yee, ' 

or anv persons who are not dlfeellv relc11ted to my ass-,,;rco jcb duties 
\MR not O$cuu Cot1flden!tal lnlorrrabon in pubilc 1p3C811n a manner ,n . ..,1'\ch unauttoriz@d ,ndivauals could ovemear ar.d wtll 
not dtscusa Conftdent,sl tnfo!mat10n wilh unauthanzea lffll'Y1dual!I, 1'1Clud111g &pou&N. domestic partners, family r,,embers. or 
flierds I 6:· Wll pr~ct 11n Co,,fidem,111 hl!OrmatiOl'I aQatr\$1 y1aul-"<lt'tzed u&e. aoc-.es.s a.sc1o1.11e. or toss o, em~Joy.rg reasanatle ~r,ty 
measures. ,nck.td.,,g phys..cally sec1.mng any carroutenl. CIOcUl"lilnlS. er :11t'll" media con-:a,n,ng Con!identtal lnfor.nmion and 
Y1ewlng Confiaenlliai tnk:rmatK>n only an secure workstations;,, n()"l-i)ut>lic ams. 

I 7) 'v'llll not make cop,n ol Confidonlial lnformut,on or pr-rl &!'$tom serecns unloss neoossory to l)Cfform l'l'y DSSlgned ,ob dutes 
and ~,II not trensfef lll'IY Con'<lefll,al lnfonnabon to a port.ab!& electrarnc oev1ce or rn&!1111m. or rem:we Conii»ntJal I nfc1Tnat10n 

I' on a panable device or mec<um fro~ facility premises. 1.riess the infoITna1ion is encrypted and I have oo1a,.,o prior pe"'1isslon 
from my supervi&0r. 

8) "11\H acces$, u~ er disclose on,y 1"8 ·m1mmum 11eCes!131Y· Conlident1al ln!ormat,on requ.J"ea to perlorr, my assignaa JOb dutiea I 9) 'MIi protet1 my DSHS ar,:i HCA s~terns User 10 and paasword and not share 1hem with anyone or allow ott,en; lo use any 
, OSHS or HCA system logged in as 1T.e. 
~O) V<illl not d1Stribute, transte,. or ott,e,w,59 shate iJ"'I OSHS soflware w,111 an~one i 1 , ) WII loMaro Qlly reques.s mat I may reca1Y8 to dts(:lcse Confidential lnlornattan to "'Y auperv1!KY for re10Mion and will 

•'M'llldialely 1nfonn my 5&JP81'YISOI' of any ac:ual or PD*'llal secumy bn!aches .rl\loMng Cct!fidential I nbmation, or of any 
1 r.ceS& to or 1.158 ofCon'i~l lnfomlation by ""autr.o·zod users 
\T2) UntletStand al any u,..,e. OSHS or HCA may audit. ,nvest,g;a1e mcn,mr ai:t:e!I$, anddl!lele&.e ,ntorma?ton lll>aut my usaol !he 

!lyslal'r.s and lllat my •ntenlional or uninlenDOnal vial.r.ion of !he terr.'15 of lh1s A;iraament may re51J111r1 rawcalian of privileges to 
acc.s& tl!e systems, disciplinary acbcns against ire, or l)OSSIOle :ivtl or crir,, "-II penaltles or finft 

't 3) Understand that my a,s511rellQC of con'1:.lcotiillilv and l"ese iequnemtmts ,.,, 1 cont,nuc alld do not ~ea$e al lt>ie tme I lerl'I' ,nate 

f _:::~~$~ «•~ l"IY eri~yer ___ 7 
~ ·"""oA:, - I AN.us_m:srimNrroNAMt 

: __ \.. r !1)1.'L(Zt: .LfC\\~l~ __ \lo=-'\\'\~o.-l'qe=------
,.,..,. DSHS I HCA SYSTEMS ACCl!SS REQUf$1 
DSHS 17-221 (REV. 01/Z022t 
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AAA S)'lltama AccBQ Req ... t lnstrucllans 
Pl ... IUltml ntq1,1Nla lnclvldially, 

The AAA DSHS / HCA S)'s11:ms Access Request foml iS Jor UH by AAA entities from oulside and wiUlin Iba DSHS domain 
(DSHS firewall'). MA entitles have different procedures IO request tha maJQllly of their needed mtem !leeeSS but wtl use the 
fonn for those &y&tams requiring a set up or approval bJ' HCS, DOA, or MSD. AAA anlilias wil afso use this form when staff 
nnsrer between 81!1encies o, 10 terminate access when emplovee, lea11e employment. 
Requaat Typa 

• Chac:k one al the opliDM (Naw. Updeta, Rl!ll10¥B, or Nana change). Rmnlwal muat be ■ubmltled wtlhln ftvlt (5) daya of exit. 
► New user- The u&er has bean approwid for ac:ce11& to one of Iha programs listed and h11& no pravioua requealll 

Ullll'llllecl. 
► Update user- User haa access to one or men of the ey&tems listed but en additional ea:e1111 is needed. Only mark 

1h11 box next to lhe additional illrn. 

► Remow user - Mark e8dl of the boXes for Which access is to be remOYeCI. 
► Change user name- Uaa to update the u&er name due ID e change. For ProvidarOne this wil reaull in the 

tennlnaliOn of Ille prior accoum and a n- account etealed. 
Requa■tlng Org■nlzallon and Malling Addna 

• Enter the user's office name and address (suboonlractors enter their orgamzation _.. and address). 
Syat11m Aeceaa Raquaalad Section• 

• Check lhe box next kl each system requesl6d and attach any addiional documentation raquired tor the program. If you need 
a copy of the vPN form, pleese eont.ac1 AL TSA.. Check one of several options: HCRR; Case Manager; HQ; rinance L2; Of' 
Finance L 1 nelll lo IPOne. 

• AppllcaUons in the OSHS Aettve Clirecto,y (AD) section requife a OSHS d04nlin account (e.g. an email address "81 ends In 
@dshs.wa.gov). In IIRler Ill use these appficaliona, !llaff mu!II log in kl their compulerwilh !hair DSHS AD account 

• AL TSA Oata Malt. Access Is speclllc to each data source. n bo9l data sources are needed. l>01h bolces musl be seledecl. 
• Applications in the AAA !leClion (Barcode, ODA/ HCS Raportng, CARE. QA MonitDr) era created al the AAA office. A 

Signed copy of 1be 17-226 torm must be submllled to bliHYCWJM104Mla U,99'1 Via secured emai before the 
account(1) ean beetealed. 

► Not.; The PRISM and CHent RegiSlr)' boxes should be dlecked if the new staff membel'WI be eligible '°' access. An 
extra s1ep of user and ethics training w« be required lor all PRISM and Clent Regls-i,y users and must be con-c,leted 
prior IO ay11tam acCSH. 

► Barcode fillld can be one of Ille loHOWing opliOns: AAA-IT: RC-SPEC; CLER-SUP; CLERICAL; CM-JRP; CIII-MTD: 
CM-SUP; or INTERN. These re19te lo Ifie new eecess profile!lo in Bareocle. 

},, ACD- Contracts DatabaM can be one of the following opliOmi: 4 - Sign Contracts; 5 - Create Contract&; or 
9 - App,ove Contracts. 

• IPOna field can be one or moni of the l'olbwing option&: CM role, HQ role, HCRR role, Finance L 1, Finance l2. 

► Finance L 1 and F"inance l2 r0les ,equire acldltional ap,-OYal from the W'l. Financial Reparls team. 
► F01Tn wtl be n!f!Cled if the box i!l chedred 1:11.11 flll field l.s blank. 

AAA u .. r lnfonnalion 

• Enw IN use, lnfolffllllon as indicated. DATE OF BIRTH (008) 1$ only reQUifed ~ HIiding Pl'Ollldet'One or IPOne - for al 
other appication& ii &hould be blank. Forms wilh DoB &Ubmillad by Colville, King. Kilsap. PieRlB, Snohomish, and Yak.ams 
should be umllled ustng sea.we email« secure 1lle transw. 

• The AAA Authorizer wi1 811Sign an I) runbef from Iha lial provided by the AL TSA SUA Caordinalor. 
► Form wi1 be tejldad if lhis field i& leftblank. 

• Under AA.A Office enter 1he AAA Authorizer's regionef office, 
Ac:cen Julltlflcallon 

• Entlr reason access IS needed such as case Management and CoordlnaliOn, N1na1g Cl'.JOfdinatlon, Oversight and 
Supenlision, Oeeerminallon of Eligiblty, 

Authorizing Slgnatu,.. 

• AAA Auttlonze, -1he aulhOl'IZer wll be ve!ffied by Die AL TSA SI.IA Coordinator. 
Note: MA Authorizer &ignetura gua,antae1 that the staff member who ii asking for acoe&& i& eigibla for the &yalam& 
access raqua&led. 

Non-Dl■claaure of Conlld■nlial Information 

• En&ura that 1h11 AAA staff ll1lll11ber ha& raad 111ft AAA U&ar .Agraamanl on Sy&1Brn U&age and Non-disclosure of 
Conlldenllal lnformlllon on the second page o1 lhe AAA Systems Access Request form. 

• EnlBr lhe reque&ting u&ar's name and have them &ign and dale the agraemanl 

Qnga complatlld, acan ltlllh aides of the fOnn and emall lO hc:yaanglftOlllllf,•APY using HCUre emall. Do not amall 
f°"" dlrHllv to Al TSA HelDde■k or AL TSA HelpdlBk ataff_ 

AAA D8tl8 I ltCA SYSTEMS ACCESS REQUEST 
DSHS 17,ZD (REV. Dt/20Z2) 

[KC-043-22-C COVID ARP SVdP 
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Why WIUI my farm rejttCIBd? 

• Missing inmnnatian: 

► The E,,.._KJ lleld ls left blank 

AAA S,Steml ACCMI Rlqufft 

F111q1111nlly Aabd Qm■tlo111 (FAQ) 

► HCA .-I PPL wl IBjact bms ris&ing a bi1hdal8 

► IF'OnliS~ bul riiillliSftUli'l9 

• lnc:ooet1 inflllmation: 
,. Email address is iwalid (e.g. ernailllg aedentials results in a bounce-back) 
► Employee ID ii already in use - Cheek your sp,eadsheet and ensure the EID hllSn't been used belore 

• Form is rlCll &igned. 
► Ensure bod! lhe AAA Auttw:irizer and AAA User haVe signed III lhe IIA)ropriale fields 

• VPN reQUISl form iS mll5Sin0 from the reQUeSI. 

AAA DSHS I HCA SY'S11!1111S M:C£SS REQUEST 
D8ff8 17-22& (REV. 01/211UJ 

[KC-043-22-C COVID ARP SVdP 
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~ 
ACORD• CERTIFICATE OF LIABILITY INSURANCE I DATE (MM/DDNYYY) 

~ 6/13/2022 

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS 
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES 
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED 
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. 
IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed. 
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on 
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s). 

PRODUCER ~2:l~cT Christian Brothers Services 
Artex Risk Solutions, Inc. (CB) P.~~NJ_ ~-••· 800-807-0300 I rffc Nol: 630-378-2508 2850 Golf Road, 5th Floor E-MAIL 
Rolling Meadows IL 60008-4050 ADDRESS: 

INSURER{SI AFFORDING COVERAGE NAIC# 

INSURER A : Old Reoublic Insurance Comoanv 24147 
INSURED CHRIBR0-14 INSURER B: Old Reoublic Union Insurance Comoanv 31143 
Brothers of the Christian Schools & Affiliates 
Loe #1134003 SOC STVDP CONF OUR LADY STAR OF SEA INSURERC: 

1205 Windham Parkway INSURERD: 
Romeoville IL 60446-1679 INSURERE: 

INSURERF: 

COVERAGES CERTIFICATE NUMBER: 1814636951 REVISION NUMBER: 
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD 
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS 
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS, 
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. 

INSR ADDL SUBR ,=~M%'Ww1 ,:~~%~1 LIMITS LTR TYPE OF INSURANCE •••~n lun.n POLICY NUMBER 

B X COMMERCIAL GENERAL LIABILITY y N 822200 1325596 6/15/2022 6/15/2023 EACH OCCURRENCE $2,000,000 -
□ CLAIMS-MADE 0 OCCUR 

DAMAGE TO RENTED 
PREMISES (Ea occurrence) $ lnduded 

MED EXP (Any one person) $15,000 -
PERSONAL & ADV INJURY $ lnduded -

GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $NIA =7 □ PR~ □ LOG PRODUCTS - COMP/OP AGG $ lnduded POLICY JECT 

OTHER: $ 

A AUTOMOBILE LIABILITY y N MWTB 21543 6/15/2022 6/15/2023 COMBINED SINGLE LIMIT $1,000,000 (Ea accident) -
X ANY AUTO BODILY INJURY (Per person) $ 

- -OWNED SCHEDULED BODILY INJURY (Per accident) $ 
- AUTOS ONLY AUTOS 
X HIRED X NON-OWNED PROPERTY DAMAGE $ AUTOS ONLY AUTOS ONLY (Per accident) 

$ 

UMBRELLA LIAB HOCCUR EACH OCCURRENCE $ -
EXCESS LIAB CLAIMS-MADE AGGREGATE $ 

DED I I RETENTION$ $ 
WORKERS COMPENSATION I PER I I OTH-
AND EMPLOYERS' LIABILITY STATUTE ER 

Y/N 
ANYPROPRIETOR/PARTNER/EXECUTIVE 

□ N/A 
E.L. EACH ACCIDENT $ 

OFFICER/MEMBER EXCLUDED? 
(Mandatory In NH) E.L. DISEASE - EA EMPLOYEE $ 
If yes, describe under 
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT $ 

DESCRIPTION OF OPERATIONS/ LOCATIONS/ VEHICLES (ACORD 101, Addi1ional Remarks Schedule, may be attached if more space is required) 
The certificate holder is added as an additional insured under the General Liability and Auto Liability per attached endorsements per prior written contract. 
Primary Non-Contributory coverage is provided under the Primary General Liability per prior written contract per the attached endorsement. Coverage is solely, 
strictly, and specifically with regards to: 
Senior Supplemental Food Grant. Kitsap County Aging and Long Term Care and it's employees, Kitsap County, it's elected and appointed officials, officers, 
employees, and agents, and State of Washington, DSHS, it's elected and appointed officials, agents and employees are additional insured per written contract 
required and agreed by insured. 

CERTIFICATE HOLDER 

Kitsap County, AL TC State of WA. DSHS, its elected & 
appointed Officials, agents & employees 
614 Division Street, MS- 5 
Port Orchard WA 98366 

CANCELLATION 

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE 
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN 
ACCORDANCE WITH THE POLICY PROVISIONS. 

AUTHORIZED REPRES 

tP 
© 1988-2015 ACORD CORPORATION. All rights reserved. 

ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD 



IL 10 (12/06) OLD REPUBLIC INSURANCE COMPANY 

THIS ENDORSEMENTCHANGESTHE POLICY. PLEASEREADITCAREFULLY. 

ADDITIONAL INSURED 

This endorsement modifies insurance provided under the following: 

BUSINESS AUTO COVERAGE FORM 
MOTOR CARRIER COVERAGE FORM 

SCHEDULE 

Name of Person(s) or Organization(s): 
All persons or organizations as required by contract or agreement 

With respect to COVERED AUTOS LIABILITY COVERAGE, Who ls An Insured is changed with the 
addition of the following: 

Each person or organization shown in the Schedule for whom you are doing work is an "insured". But 
only for "bodily injury" or "property damage" that results from the ownership, maintenance or use of a 
co\ered "auto" by: 

1. You; 

2. an "employee'' of yours; or 

3. anyone who dri\es a co\ered "auto" with your permission or with the permission of one of your 
"employees". 

Howe\er, the insurance afforded to the person or organization shown in the Schedule shall not exceed 
the scope of co\erage and/or limits of this policy. Not withstanding the foregoing sentence, in no e\ent 
shall the insurance provided by this policy exceed the scope ofco\erage and/or limits required by the 
contract or agreement. 

PCA 0011013 

MWTB21543 Religious and Charitable RiskPoolingTrwt 06/15/2022 -06/15/2023 



OLD REPUBLIC UNION INSURANCE COMPANY 

Attaching to and forrring part of A:>licy No. 822200 1325596 

Named Insured: lHE RB..IGIOUS AND CHARITABLE RISK POOLING TRUST OF lHE BROlHERS OF lHE 
CHRISTIAN SCHOOLS AND AFFILIATES 

B'fective date of this endorsement is June 15, 2022 

THIS BIIDORSBII ENT CHANGES TI-E POLICY. PLEASE READ IT CAREFULLY. 

ADDITIONAL INSURB> 
SCte)IJLBl PERSON OR ORGANIZATION 

This endorsement rrodifies insurance provided under SECTION II INSURING AGR1331,ENT C, GENERAL LIABILITY 
OOVERAGE defined within the Coverage Agreement 

SECTION 1: Schedule 

Name of Additional Insured Persons(s) or Designated Location(s) Of Covered Operations: 
Organization(s): 

ANY PERSON OR ORGANIZATION WHEN YOU HAVE 
AGREED IN A WRITTEN CONTRACT FOR THAT PERSON OR 
ORGANIZATION TO BE ADDED AS AN ADDITlONAL 
INSURED ON YOUR POLICY. 

If no entry appears above, inforrration required to complete this endorsement will be shown in the Certificate of Coverage as 
applicable to this endorsement. 

Section II Ins uringAgreement C -Name of lns...-ed Amended 

A. Who Is An Insured defined in the General Insurance Agreement is amended to include as an Additional Insured the 
person( s) or organization( s) shOJV n in the Schedule above, but only w ith respect to liability in the perf orrrance of the 
Named lnsured's ongoing operations forthe Additional lnsured(s )at the Location( s) designated in the Schedule abcwe 
for "bodily injury" or "property darrage", caused in whole or in part, by the Named hsured's acts or orrissions w hi::h 
takes place after the execution of aw ritten agreement with the Additional Insured( s ). 

B. For the coverage provided by this endorsement: the following paragraph is added to Section r.t -General 
Conditions, Section II, Insuring AgreementC-General Liability. 

This insurance is prirrary insurance as respects to this coverage to the additional insured person or organization, 
where thew ritten contract or written agreement requires that this insurance be prirrary and noncontributory. l1 that 
event, we will not seek contribution from any other insurance policy available to the additional insured on which the 
additional insured person or organization is a Named Insured. 

C. Who Is An Insured is also amended to include as an additional insured the person( s) or organization(s) shOJVn in the 
Schedule, with respect to liability for "bodily injury" or "property darrage" caused, in whole or in part, by the "Named 
lnsured's work'' at the location designated and described in the schedule of this endorsement performed for that 
additional insured and included in the "products-completed operations hazard'. 

The mostw ewill pay is the amount of insurance required by the written contract orthe amount of applicable lirrits of insurance 
under this policy; whichever is less. 

This Insurance does not apply to any claims or suits seeking darrages, including defense, arising out of, directly or ind ire~. 
from any actual or alleged participation in any act of sexual rrisconduct, sexual harassment, sexual molestation, sexual 
abuse or any claim sexual in nature, physical or mental, of any person. 

Except as amended in this endorsement, this insurance is subject to all coverage terms, clauses and conditions in the polcy 
to w hich this endorsement is attached and only applies to the extent perrritted by law . 



Vlsit our tips page to learn how to best use the Exciusions Database. If you experience technical difficulties, please email the webmaster at webmaster@oig.hhs.go~. 

Exclusions Se.arch Results: Entities D 

No Results were found for 

~ Saint Vincent de Paul 

H no results are found, this individual or entity (if It is an entity search) is not cu1Tentty excluded. Print this Web page for your 
documentation 

Search Again 

Search conducted 11/4/2022 2:58.12 PM EST on OIG LEIE Exduskms database. 
Source data updated on 10llt2022 9:00:00 AM EST 
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