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KC-487-20 A
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CONTRACT AMENDMENT
A

This CONTRACT AMENDMENT is made and entered into between SALISH
BEHAVIORAL HEALTH ORGANIZATION, through Kitsap County, as its administrative
entity, a political subdivision of the State of Washington, with its principal offices at 614
Division Street, Port Orchard, Washington 98366, hereinafter "SBHO", and Kitsap
County District Court, hereinafter "CONTRACTOR."

In consideration of the mutual benefits and covenants contained herein, the
parties agree that their Contract, numbered as Kitsap County Contract No. KC-487-20
and executed on December 7, 2020, shall be amended as follows:

1.

Page 1 shall be amended as follows:

Contract Amount is increased by $30,000 increasing the contract total
from $30,000 to $60,000.

Contract end date is extended from December 31, 2021 to December 31,
2022. Amended contract period January 1, 2021 — December 31, 2022.

Attachment B: CJTA Statement of work is deleted and replaced as
attached.

Attachment B-1: Quarterly CJTA Reporting Template is attached.

Attachment C: Budget is deleted entirely and replaced as attached.

If this Contract Amendment extends the expiration date of the Contract,
then the Contractor shall provide an updated certificate of insurance
evidencing that any required insurance coverages are in effect through the
new contract expiration date. The Contractor shall submit the certificate of
insurance to:

Program Lead, Salish Behavioral Health Organization

Kitsap County Department of Human Services

614 Division Street, MS-23

Port Orchard, WA 98366.

Upon receipt, the Human Services Department will ensure submission of
all insurance documentation to the Risk Management Division, Kitsap
County Department of Administrative Services.

Except as expressly provided in this Contract Amendment, all other terms
and conditions of the original Contract, and any subsequent amendments,



addenda or modifications thereto, remain in full force and effect.

This amendment shall be effective upon January 1, 2022.

CONTRACTOR SALISH BEHAVIORAL HEALTH
ORGANIZATION, By KITSAP COUNTY
BOARD OF COMMISSIONERS, Its

4&1«///4{7&50 Cr

Clint Casebolt,
District Court Administrator

Dana Daniels, Clerk of the Board




Statement of Work for Criminal Justice Treatment Account: Effective January 1, 2021

Criminal Justice Treatment Account (CJTA)

1. In RSAs where funding is provided, the Contractor shall be responsible for treatment and
Recovery Support Services using specific eligibility and funding requirements for CJTA
in accordance with RCW 71.24.580 and RCW 2.30.030. CJTA funds must be clearly
documented and reported in accordance with section 9.3.1.8.

2. The Contractor shall implement any local CJTA plans developed by the CJTA panel and
approved by HCA and/or the CJTA Panel established in 71.24.580(5)(b).

3. CJTA Funding Guidelines:
a. In accordance with RCW 2.30.040, if CJTA funds are managed by a Drug Court,
then it is required to provide a dollar-for-dollar participation match for services to

Individuals who are receiving services under the supervision of a drug court.

b. No more than 10 percent of the total CJTA funds can be used for the following
support services combined:

i. Transportation; and
ii. Child Care Services.

4. The contractor may not use more than 30 percent of their total annual allocation for
providing treatment services in jail.

5. Services that can be provided using CJTA funds are:
a. Brief Intervention (any level, assessment not required);
b. Acute Withdrawal Management (ASAM Level 3.2WM);
c. Sub-Acute Withdrawal Management (ASAM Level 3.2WM)
d. Outpatient Treatment (ASAM Level 1);
e. Intensive Outpatient Treatment (ASAM Level 2.1);
f. Opiate Treatment Program (ASAM Level 1);
g. Case Management (ASAM Level 1.2);
h. Intensive Inpatient Residential Treatment (ASAM Level 3.5);
i. Long-term Care Residential Treatment (ASAM Level 3.3);
j.  Recovery House Residential Treatment (ASAM Level 3.1);

k. Assessment (to include Assessments done while in jail);



Statement of Work for Criminal Justice Treatment Account: Effective January 1, 2021

|. Interim Services;

m. Community Outreach;

n. Involuntary Commitment Investigations and Treatment;

0. Room and Board (Residential Treatment Only);

p. Transportation;

g. Childcare Services;

r. Urinalysis;

s. Treatment in the jail, limited to 8 sessions that may include:
i. Engaging individuals in SUD treatment;
ii. Referral to SUD services;

ii. Administration of Medications for the treatment of Opioid Use Disorder
(MOUD) to include the following

1. Screening for medications for MOUD
2. Cost of medications for MOUD
3. Administration of medications for MOUD
iv. Coordinating care;
v. Continuity of care; and
vi. Transition planning.
t. Employment services and job training;
u. Relapse prevention;
v. Family/marriage education;
w. Peer-to-peer services, mentoring and coaching;
x. Self-help and support groups;
y. Housing support services (rent and/or deposits);
z. Life skills;

aa. Spiritual and faith-based support;



Statement of Work for Criminal Justice Treatment Account: Effective January 1, 2021

bb. Education; and
cc. Parent education and child development.

6. The County SJTA Committee shall participate with SBHASO and with the local
legislative authority for the county to facilitate the planning requirement as described in

RCW 71.24.580(6).

7. MAT in Therapeutic Courts

Per RCW 71.24.580, “If a region or county uses criminal justice treatment account funds to
support a therapeutic court, the therapeutic court must allow the use of all medications
approved by the federal food and drug administration for the treatment of opioid use
disorder as deemed medically appropriate for a participant by a medical professional. [If
appropriate medication-assisted treatment resources are not available or accessible within
the jurisdiction, the Health Care Authority's designee for assistance must assist the court
with acquiring the resource.”

1. The Contractor, under the provisions of this contractual agreement, will abide by
the following guidelines related to CJTA and Therapeutic Courts:

a. The Contractor must have policy and procedures allowing Participants at
any point in their course of treatment to seek FDA-approved medication for
any substance use disorder and ensuring the agency will provide or
facilitate the induction of any prescribed FDA approved medications for any
substance use disorder.

b. The Contractor must have policy and procedures in place ensuring they will
not deny services to Enrollees who are prescribed any of the Federal Drug
Administration (FDA) approved medications to treat all substance use
disorders.

a. The Contractor may not have policies and procedures in place that
mandate titration of any prescribed FDA approved medications to treat any
substance use disorder, as a condition of participants being admitted into
the program, continuing in the program, or graduating from the program,
with the understanding that decisions concerning medication adjustment
are made solely between the participant and their prescribing provider.

b. The Contractor must notify the SBHASO if it discovers that a CJTA funded
Therapeutic program is practicing any of the following:

i. Requiring discontinuation, titration, or alteration of their medication
regimen as a precluding factor in admittance into a Therapeutic
Court program;

ii. Requiring participants already in the program discontinue MOUD in
order to be in compliance with program requirements;



Statement of Work for Criminal Justice Treatment Account: Effective January 1, 2021

iii. Requiring discontinuation, titration, or alteration of their MOUD
medication regimen as a necessary component of meeting program
requirements for graduation from a Therapeutic Court program.

c. All decisions regarding an individual's amenability and appropriateness for
MOUD will be made by the individual in concert with the Individuals medical
professional.

8. CJTA Quarterly Progress Report

a. The Contractor will submit a CJTA Quarterly Progress Report within thirty (30)
calendar days of the state fiscal quarter end using the reporting template. CJTA
Quarterly Progress Report must include the following program elements:

i. Number of Individuals served under CJTA funding for that time period;
ii. Barriers to providing services to the criminal justice population;
iii. Strategies to overcome the identified barriers;
iv. Training and technical assistance needs;

v. Success stories or narratives from Individuals receiving CJTA services;
and

vi. If a therapeutic court provides CJTA funded services: the number of
admissions of Individuals into the program who were either already on
medications for opioid use disorder, referred to a prescriber of
medications for opioid use disorder, or were provided information
regarding medications for opioid use disorder.



Budget Summary

Contractor:

Kitsap County District Court

Contract No:

KC-487-20 A

Contract Period:

01/01/21- 12/31/22

Changes this
Expenditure Previous Period Contract Current
Contract Period: 1/1/2021-12/31/2021
Criminal Justice Treatment Account $30,000 SO $30,000
Budget Total $30,000
Contract Period: 1/1/2022-12/31/2022
Criminal Justice Treatment Account 0 $30,000 $30,000
Budget Total $30,000
Contract Total $30,000 $30,000 $60,000

Available Budget: Cost reimbursement
All rates are all-inclusive.



ATTACHMENT D: BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (this “Agreement”) is effective as of the 1st day of January, 2021
(“Effective Date”) by and between SALISH BEHAVIORAL HEALTH-ADMINISTRATIVE SERVICES
ORGANIZATION (SBHASO) and Kitsap County District Court (Contractor) (individually, a “Party” and,
collectively, the “Parties”).

A.

The Parties wish to enter into this Agreement to comply with the administrative simplification
section of the Health Insurance Portability and Accountability Act of 1996 and its implementing
regulations, as may be amended from time to time (collectively, “HIPAA”).

SBHASO is a behavioral health-administrative services organization, a Business Associate of certain
upstream Covered Entities (“Upstream Covered Entities”), and a lawful holder of Part 2
Information, as defined below, as provided under the Confidentiality of Alcohol and Drug Abuse
Patient Records regulations at 42 CFR Part 2 (“Part 2”). SBHASO also formerly was a Covered Entity
and may continue to Use, Disclose, and maintain PHI from when it was a Covered Entity.

The Parties have entered into one or more arrangements (collectively, the “Service Contract”)
under which Contractor will provide certain services to SBHASO that may involve Contractor
creating, receiving, maintaining, or transmitting PHI, as defined below, and Contractor may be
considered a Subcontractor Business Associate of SBHASO under HIPAA and a subcontractor of a
lawful holder under Part 2.

NOW, THEREFORE, in consideration of the Parties’ continuing obligations under the Service Contract, their
compliance with HIPAA and Part 2, and other good and valuable consideration, the receipt and sufficiency
of which is hereby acknowledged, the Parties agree to this Agreement.

DEFINITIONS. Except as otherwise defined in this Agreement, capitalized terms in this Agreement
shall have the definitions set forth in HIPAA. “Individual” shall have the same meaning as the term
“Individual” in 45 CFR § 160.103 and shall include a person who qualifies as a personal representative
in accordance with 45 CFR § 164.502(g). “Part 2 Information” means alcohol abuse, drug abuse, or
substance use disorder information covered by Part 2. “PHI” shall have the same meaning as the term
“Protected Health Information” that is created, received, maintained, or transmitted by Contractor
from or on behalf of SBHASO. PHI includes, without limitation, Electronic PHI, mental health
information, sexually transmitted disease information, and Part 2 Information. “PIl” means personally
identifiable information as defined under Washington law.

PERMITTED USES AND DISCLOSURES BY CONTRACTOR.

2.1 Performance of Service Contract. Contractor may use and disclose PHI and PIl to perform
functions, activities, or services for, or on behalf of, SBHASO as specified in the Service Contract
as long as the use or disclosure would not violate HIPAA, Part 2, and state and federal laws
(collectively, “Law”), if done by Salish BH-ASO or an Upstream Covered Entity.

2.2 Management; Administration; Legal Responsibilities. Contractor may use PHI and PIi for its
proper management and administration and to fulfill its legal responsibilities, as long as the uses
are permitted under Law for an Upstream Covered Entity, SBHASO, and Contractor.

2.3 Required by Law. Except as otherwise limited in this Agreement, Contractor may disclose PHI
and PIl as Required by Law. Contractor shall: (i) to the extent permitted by Law, immediately
notify SBHASO prior to the disclosure; (ii) cooperate with SBHASO in making any disclosures




2.4

2.5

Required by Law, including efforts to challenge or limit the disclosure; and (iii) provide a copy of
all information disclosed relating to this Agreement or the Service Contract.

De-Identified Information. Contractor may not use or disclose PHI or Pl to create de-identified
information or Limited Data Sets or to otherwise anonymize or aggregate PHI or Pl for its own
use or disclosure, without prior, express, written approval from SBHASO.

Minimum Necessary. Contractor shall make all reasonable efforts to access, use, disclose, or
request only the minimum necessary amount of PHI or Pll to accomplish the intended, permitted
purpose of the access, use, disclosure, or request. Contractor shall comply with SBHASO's
policies and procedures concerning minimum necessary requirements. The Parties shall
collaborate in determining what quantum of information constitutes the “minimum necessary”
amount for Contractor to accomplish its intended purposes.

OBLIGATIONS AND ACTIVITIES OF CONTRACTOR.

3.1

3.2

33

Compliance with this Agreement. Notwithstanding anything to the contrary, Contractor agrees
to not use or further disclose PHI or Pll other than as permitted or required by this Agreement
or as Required by Law.

Safeguards. Contractor agrees to: (i) use appropriate safeguards to prevent use or disclosure
of PHI and Pl other than as provided for by this Agreement; (ii) implement the administrative,
physical, and technical safeguards of the Security Standards for the Protection of Electronic
Protected Health Information (the “Security Rule”) that reasonably and appropriately protect
the confidentiality, integrity, and availability of any PHI; (iii) comply with those requirements
under the Security Rule that apply to Business Associates; and (iv) implement appropriate
safeguards to protect Part 2 Information.

3.3.1 Impermissible Use or Disclosure. Contractor shall report to SBHASO any use or
disclosure of PHI or PIl not permitted under this Agreement, regardless of whether the
use or disclosure rises to the level of a Breach.

3.3.2 Security Incident. Contractor shall report to SBHASO any Security Incident of which
Contractor becomes aware, regardless of whether the Security Incident rises to the level
of a Breach. This Agreement constitutes notification of “unsuccessful” Security Incidents
that do not present a risk to PHI or Pll such as: (i) “pings” on an information system
firewall; (ii) port scans; and (iii) attempts to log on to an information system or enter a
database with an invalid password or user name.

3.3.3 Breach Notification. Contractor shall report any Breach of Unsecured PHI, as required
by the Notification of a Breach of Unsecured Protected Health Information Standards
(the “Breach Notification Rule”).

3.3.4 Part 2 Information. Contractor shall report to SBHASO unauthorized uses, disclosures,
or breaches of Part 2 Information.

3.3.5 Reporting Requirements. Contractor shall make the report as soon as practical and in
any event within five (5) business days of Contractor’s discovery of one of the events
described in Sections 3.3.1, 3.3.2, 3.3.3, and 3.3.4 (each, an “Event”). Contractor shall
supplement the information provided in the report as it becomes available. An Event
shall be treated as discovered by Contractor as of the first day on which the Event is
known to Contractor or, through the exercise of reasonable diligence, would have been
known to Contractor.

2



3.4

3.5

3.6

3.7

3.8

3.3.6 Content of Notification. Contractor shall provide: (i) information as required by the
Breach Notification Rule and to fully inform SBHASO of each Event; and (ii) any additional
information requested by SBHASO. At a minimum, the report of an Event shall include,
to the extent possible:

(a) The identification of each Individual whose PHI or PIl has been, or is reasonably
believed by Contractor to have been, accessed, acquired, used, or disclosed during
or as a result of the Event;

(b) A brief description of what happened, including the date of the Event and the date
of discovery of the Event;

(c) A description of the types of PHI or Pll involved in the Event (such as whether full
name, Social Security number, date of birth, home address, account number,
diagnosis, disability code, or other types of information were involved);

(d) Any steps Individuals should take to protect themselves from potential harm
resulting from the Event;

(e) A brief description of what Contractor is doing to investigate the Event, to mitigate
harm to Individuals, and to protect against any further Events; and

(f) Contact procedures for SBHASO or Individuals to ask questions or learn additional
information, which shall include a toll-free telephone number, an e-mail address,
Web site, or postal address.

Subcontractors. Contractor shall ensure any Subcontractor whom Contractor permits to create,
receive, maintain, or transmit PHI or Pll on behalf of Contractor or SBHASO, agrees in writing: (i)
to the same restrictions and conditions that apply through this Agreement to Contractor; and
(ii) to comply with the requirements of the Security Rule that apply to Business Associates.
Contractor shall not permit a Subcontractor to create, receive, maintain, or transmit PH| or Pl
unless Contractor has performed adequate due diligence on the Subcontractor and found
Subcontractor’s safeguards appropriate.

Restrictions. Contractor agrees to comply with any requests for restrictions on certain uses and
disclosures of PHI or Pll of which SBHASO informs Contractor.

Access. At the request of SBHASO, within ten (10) business days, unless a shorter time period
is requested, in the manner, form, and format requested by SBHASO, Contractor shall make
available PHI and Pll so that SBHASO or an Upstream Covered Entity may respond to an
Individual’s request for access to PHI and Pll in accordance with the Standards for Privacy of
Individually Identifiable Health Information (the “Privacy Rule”) and other Law. In the event an
Individual requests from Contractor access to PHI or Pll, Contractor, to the extent permitted by
Law, shall forward the request to SBHASO within two (2) business days.

Amendment. At the request of SBHASO in a reasonable time and manner and in the form and
format requested by SBHASO, Contractor shall make amendments to PHI and PIl so that SBHASO
or an Upstream Covered Entity may respond to an Individual’s request for an amendment by
SBHASO in accordance with the Privacy Rule and other Law. In the event an Individual requests
from Contractor any amendments, to the extent permitted by Law, Contractor shall forward the
request to SBHASO within two (2) business days.

Accounting of Disclosures. Contractor shall document any disclosures that are required to be
in an accounting of disclosures under the Privacy Rule and, upon request, shall provide
information required to be included in an accounting of disclosures to SBHASO to permit
SBHASO or an Upstream Covered Entity to comply with the Privacy Rule and other Law. In the
event an Individual requests from Contractor, an accounting of disclosures, to the extent
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3.9

3.10

3.11

3.12

3.13

3.14

permitted by law, Contractor shall forward the request to Salish BH-ASO within two (2) business
days.

Disclosures to the Secretary. Contractor agrees that it will make its internal practices, books,
and records available to the Secretary of the United States Department of Health and Human
Services (the “Secretary”), for the purpose of determining an Upstream Covered Entity’s,
SBHASO’s or Contractor's compliance with HIPAA, and to SBHASO for the purpose of
determining Contractor’s compliance with this Agreement, HIPAA, and other Law, in a time and
manner designated by the Secretary or SBHASO. Contractor: (i) immediately shall notify Salish
BH-ASO of any requests from the Secretary pertaining to an investigation of an Upstream
Covered Entity’s, SBHASO’s, or Contractor’s compliance with HIPAA; (ii) cooperate with Salish
BH-ASO in responding to the Secretary’s request; and (iii) provide to SBHASO a copy of all
documents provided to the Secretary.

Part 2 Information.

3.10.1 Part 2 Obligations of Contractor. To the extent that, in performing services for or on
behalf of SBHASO under the Service Contract, Contractor uses, discloses, maintains, or
transmits Part 2 Information, Contractor acknowledges and agrees that it: (i) is fully
bound by Part 2; (ii) with respect to Part 2 Information received by SBHASO pursuant to
an authorization or consent, will limit its use and disclosure of Part 2 Information to
Payment and Health Care Operations purposes; and (iii) if necessary, will resist in judicial
proceedings any efforts to obtain access to Part 2 Information except as permitted by
Part 2.

3.10.2 Notice. 42 CFR Part 2 prohibits unauthorized disclosure of these records.

3.10.3 Redisclosure. Contractor shall not redisclose Part 2 Information to a third party unless
the third party is a contract agent of Contractor helping Contractor provide services
under the Service Contract and only as long as the agent further discloses Part 2
Information only back to Contractor or SBHASO.

3.10.4 Compliance. Contractor acknowledges that any unauthorized disclosure of Part 2
Information may be a federal criminal offense.

Sexually Transmitted Disease Information Notice. With respect to sexually transmitted disease
information: This information has been disclosed to you (Contractor) from records whose
confidentiality is protected by state law. State law prohibits you from making any further
disclosure of it without the specific written authorization for the release of medical or other
information is NOT sufficient for this purpose.

Covered Entity Obligations. To the extent that Contractor is to carry out one or more of Covered
Entity obligations under the Privacy Rule, Contractor shall comply with the requirements of the
Privacy Rule that apply to a Covered Entity in the performance of the obligations.

On-Site Services. Contractor agrees that, while present at any SBHASO facility and/or when
accessing SBHASO’s computer networks, it and all of its Workforce, agents, and Subcontractors
at all times will comply with any network access and other security practices, policies, and
procedures established by SBHASO including, without limitation, those established pursuant to
HIPAA.

No Sale of PHI. Contractor agrees that it will not directly or indirectly receive remuneration in
exchange for any PHI or PIl without: (a) the written authorization of each applicable Individual,
except when expressly permitted by the Privacy Rule; and (b) the advance written permissions
of SBHASO.



3.15 No Impermissible Marketing or Fundraising Communication. Contractor agrees that it will not
engage in Marketing or fundraising communications that would not be permitted by SBHASO or
an Upstream Covered Entity under HIPAA.

3.16 Mitigation. Contractor agrees to mitigate, to the extent practicable, any harmful effect that is
known to Contractor of a use or disclosure of PHI or Pll by Contractor in breach of this
Agreement, failure to comply with applicable Law, and any Event, as defined in Section 3.3.

3.17 Compliance with Applicable Law. Contractor shall comply with applicable Law. Contractor shall
not act or fail to act in a manner that causes SBHASO to not be in compliance with applicable
Law.

IV. OBLIGATIONS OF SBHASO. SBHASO shall not request Contractor to act in a manner that is not
permissible under HIPAA.

V. TERM AND TERMINATION.

5.1 Term. The term of this Agreement shall be effective as of the Effective Date and shall terminate
upon the expiration or termination of the Service Contract.

5.2 Termination. Upon SBHASO’s knowledge of a material breach by Contractor of its obligations
under this Agreement, SBHASO may notify Contractor, and Contractor shall have thirty (30) days
from receipt of that notice to cure the breach or end the violation. Notwithstanding anything
to the contrary in the Service Contract, if Contractor fails to cure the breach or end the violation
within the designated time period, then SBHASO immediately may terminate the Service
Contract upon notice.

5.3 Effect of Termination.

5.3.1 Return or Destruction. Except as provided in 5.3.2, upon termination of this Agreement,
Contractor, within ten (10) days, shall return or destroy all PHI and PIl. Any destruction
shall be in a manner consistent with HIPAA and related guidance. This provision also
shall apply to PHI and PIl that is in the possession of agents or Subcontractors of
Contractor. Neither Contractor nor its agents or Subcontractors shall retain copies of
the PHI. Upon request, Contractor shall provide a certificate of appropriate destruction
of the PHi and PII.

5.3.2 Continued Protections. In the event that Contractor determines that returning or
destroying the PHI and Pll is infeasible, Contractor shall provide within ten (10) days to
SBHASO notification of the conditions that make return or destruction infeasible of PHI
and Pll. Upon mutual agreement of the Parties that return or destruction of PHI is
infeasible and to the extent Contractor retains knowledge of the PHI and PIl, Contractor
shall extend the protections of this Agreement to the PHI and PIl and limit further uses
and disclosures of the PHI and Pll to those purposes that make the return or destruction
infeasible, for as long as Contractor maintains, or retains knowledge of, the PHI or PIl.

VI. MISCELLANEOUS.

6.1 Indemnification Obligation. Notwithstanding anything to the contrary in the Service Contract,
Contractor will indemnify, defend at SBHASO’s request, and hold harmless SBHASO, its
Workforce, County Authorities Executive Committee, Advisory Board, partners, agents, and
Subcontractors (collectively “SBHASO Indemnified Parties”) from and against any and all claims,
actions, investigations, proceedings, losses, liability, damages, costs, and expenses (including
attorneys’ fees, costs of defense, and costs of investigation, mitigation, remediation, and
notification) incurred or suffered by an SBHASO Indemnified Party (collectively, “Damages”) that
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6.2

6.3

6.4

6.5

6.6

6.7

6.8

arise out of, result-from, allege, or relate to any of the following: (i) Contractor’s breach of this
Agreement, including any breach of any representation or warranty; (ii) any Event reported by
Contractor under this Agreement; (iii) any violation of Law by or caused by Contractor or its
Workforce, agents, or Subcontractors; or (iv) any negligent act or omission, willful misconduct,
strict liability, or fraud by or of Contractor or its Workforce, agents, or Subcontractors.

Coverage of Costs. In addition, and without limitation of Supplier’s obligations under Section
6.1, Supplier will pay the reasonable costs incurred by SBHASO and any affected Upstream
Covered Entities in connection with the following items with respect to any Event: (a) any
investigation to determine the cause of an Event, including forensic consultations; (b) legal
advice regarding an Event; (c) provision of notification of an Event to affected Individuals,
applicable government, relevant industry self-regulatory agencies, and the media; (d) provision
of credit monitoring and/or identity theft services to affected Individuals; (e) operation of a call
center to respond to questions from Individuals; and (f) other reasonable mitigation efforts as
deemed necessary or appropriate by SBHASO and any affected Upstream Covered Entity.

Process for Indemnification. SBHASO will notify Contractor of any Damages for which it seeks
indemnification. Upon a SBHASO request for defense, Contractor will use counsel reasonably
satisfactory to the SBHASO Indemnified Parties to defend each claim related to the Damages
and will keep the SBHASO Indemnified Parties informed of the status of the defense of each of
the Damages. SBHASO will give Contractor reasonable assistance, at Contractor’s expense, as
Contractor may reasonably request. SBHASO will provide Contractor the opportunity to assume
sole control over defense and settlement, as long as Contractor will not consent to the entry of
any judgment or enter into any settlement without the SBHASO Indemnified Parties’ prior
written consent, which will not be unreasonably withheld. Any SBHASO Indemnified Party may
participate in the defense at its own expense. Contractor’s duty to defend is independent of its
duty to indemnify, to mitigate, or to cover costs.

Not Limited by Insurance Coverage. Contractor’s indemnification, mitigation, coverage of
costs, and defense obligations will not be limited in any manner whatsoever by any required or
other insurance coverage maintained by Contractor.

No Limitations on Liability. Notwithstanding any other provision of this Agreement or the
Service Contract, in no event will any exclusions, disclaimers, waivers, or limitations of any
nature whatsoever apply to any damages, liability, rights, or remedies arising from or in
connection with: (i) Contractor's indemnification and defense obligations under this
Agreement; (ii) Contractor’s breach of this Agreement, including any breach of any
representation or warranty; (iii) any Event reported by Contractor; (iv) any violation of Law by
or caused by Contractor or its Workforce, agents, or Subcontractors; or (v) any negligent act or
omission, willful misconduct, strict liability, or fraud by or of Contractor or its Workforce, agents,
or Subcontractors.

Ownership of Information. The Parties agree that Contractor shall not have an ownership

interest in PHI or Pll or any derivations of the PHI or PII.

Insurance. Contractor shall maintain appropriate and adequate insurance coverage, including

cyber insurance, to cover Contractor’s obligations pursuant to this Agreement. Contractor’s
cyber insurance shall be no less than one million dollars ($1,000,000) per occurrence. Upon
request, Contractor shall provide evidence of insurance coverage.

Equitable and Injunctive Relief. The Parties acknowledge that the use or disclosure of PHI or

PIl in a manner inconsistent with this Agreement may cause SBHASO and its Upstream Covered
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6.9

6.10

6.11

6.12

6.13

6.14

6.15

6.16

6.17

Entities irreparable damage and that SBHASO and its Upstream Covered Entities shall have the
right to equitable and injunctive relief, without having to post bond, to prevent the unauthorized
use or disclosure of PHI or Pli and to damages as are occasioned by an Event in addition to other
remedies available at law or in equity. SBHASO’s and Upstream Covered Entities’ remedies
under this Agreement and the Service Contract shall be cumulative, and the exercise of any
remedy shall not preclude the exercise of any other.

Third Party Beneficiaries. Notwithstanding anything to the contrary in the Service Contract or
this Agreement, Individuals who are the subject of PHI shall be third party beneficiaries to this
Agreement. Subject to the foregoing, nothing in this Agreement shall confer upon any person
other than the Parties and their respective successors or assigns, any rights, remedies,
obligations, or liabilities whatsoever.

Interpretation. This Agreement shall be interpreted in a manner consistent with the Parties’
intent to comply with HIPAA, Part 2, and other Law. Any ambiguity of this Agreement shall be
resolved in favor of a meaning that permits the Parties to comply with HIPAA, Part 2, and other
Law. In the event of an inconsistency between the provisions of this Agreement and mandatory
provisions of HIPAA, HIPAA shall control. In the event of any inconsistency between this
Agreement and the Service Contract or any other agreement between the Parties, the terms of
this Agreement shall control. Nothing in this Agreement shall be construed as a waiver of any
legal privilege or protection, including for trade secrets or confidential commercial information.

Survival. The obligations of Contractor under Sections 3.2, 3.3, 3.6, 3.8, 3.10, 3.11, 3.14, 3.16,
5.3,6.1,6.2,6.3,6.4, 6.6, 6.8, and 6.9 of this Agreement shall survive the expiration, termination,
or cancellation of this Agreement, the Service Contract, and/or the business relationship of the
Parties, and shall continue to bind Contractor, its Workforce, agents, employees,
subcontractors, successors, and assigns as set forth in this Agreement.

Amendment. This Agreement may be amended or modified only in a writing signed by the
Parties. The Parties agree that they will negotiate amendments to this Agreement to conform
to any changes in HIPAA and Part 2.

Assignment. Neither Party may assign its respective rights and obligations under this
Agreement without the prior written consent of the other Party.

Independent Contractor. None of the provisions of this Agreement are intended to create, nor
will they be deemed to create, any relationship between the Parties other than that of
independent parties contracting with each other solely for the purposes of effecting the
provisions of this Agreement and any other agreements between the Parties evidencing their
business relationship. No agency relationship is deemed created by this Agreement.

Governing Law. To the extent this Agreement is not governed exclusively by HIPAA, Part 2, or
other Law, it will be governed by and construed in accordance with the laws of the State of
Washington.

No Waiver. No change, waiver, or discharge of any liability or obligation under this Agreement
on any one or more occasions shall be deemed a waiver of performance of any continuing or
other obligation, or shall prohibit enforcement of any obligation, on any other occasion.

Severability. In the event that any provision of this Agreement is held by a court of competent
jurisdiction to be invalid or unenforceable, the remainder of the provisions of this Agreement
will remain in full force and effect.



6.18 Notice. Any notification required in this Agreement shall be made in writing to the
representative of the Party who signed this Agreement or the person currently serving in that
representative’s position with the other Party.

6.19 Entire Agreement. This Agreement constitutes the entire understanding of the Parties with
respect to its subject matter and supersedes all prior agreements, oral or written.




ATTACHMENT E: DATA USE, SECURITY AND CONFIDENTIALITY

1

Definitions

The definitions below apply to this Attachment:

1.1

1.2

1.3

1.4

1.5

1.6

1.7

1.8

1.9

“Authorized User” means an individual or individuals with an authorized business need to access
HCA'’s Confidential Information under this Contract.

“Breach” means the unauthorized acquisition, access, use, or disclosure of Data shared under
this Contract that compromises the security, confidentiality or integrity of the Data.

“Business Associate” means a Business Associate as defined in 45 CFR 160.103, who performs
or assists in the performance of an activity for or on behalf of HCA, a Covered Entity that involves
the use or disclosure of protected health information (PHI). Any reference to Business Associate in
this DSA includes Business Associate’s employees, agents, officers, Subcontractors, third party
contractors, volunteers, or directors.

Business Associate Agreement” means the HIPAA Compliance section of this Exhibit and
includes the Business Associate provisions required by the U.S. Department of Health and Human
Services, Office for Civil Rights.

“Covered Entity” means HCA, which is a Covered Entity as defined in 45 C.F.R. § 160.103, inits
conduct of covered functions by tis health care components.

“Data” means the information that is disclosed or exchanged as described by this Contract. For
purposes of this Attachment, Data means the same as “Confidential Information.”

“Designated Record Set” means a group of records maintained by or for a Covered Entity, that
is: the medical and billing records about Individuals maintained by or for a covered health care
provider; the enrollment, payment, claims adjudication, and case or medical management record
systems maintained by or for a health plan; or Used in whole or part by or for the Covered Entity to
make decisions about Individuals.

“Disclosure” means the release, transfer, provision of, access to, or divulging in any other
manner of information outside the entity holding the information.

“Electronic Protected Health Information (ePHI)” means Protected Health Information that is
transmitted by electronic media or maintained as described in the definition of electronic media at
45 C.F.R. § 160.103.

“Hardened Password” after July 1, 2019 means a string of characters containing at least three of
the following character classes: upper case letters; lower case letters; numerals; and special
characters, such as an asterisk, ampersand or exclamation point.

1.10.1  Passwords for external authentication must be a minimum of 10 characters long.
1.10.2 Passwords for internal authentication must be a minimum of 8 characters long.

1.10.3 Passwords used for system service or service accounts must be a minimum of 20
characters long.



1.12

1.13

1.14

1.18

1.19

1.20

1.21

1.22

1.23

“HIPAA” means the Health Insurance Portability and Accountability Act of 1996, as amended,
together with its implementing regulations, including the Privacy Rule, Breach Noatification Rule,
and Security Rule. The Privacy Rule is located at 45 C.F.R. Part 160 and Subparts A and E of45
C.F.R. Part 164. The Breach Notification Rule is located in Subpart D of 45 C.F.R. Part 164. The
Security Rule is located in 45 C.F.R. Part 160 and Subparts A and C of 45 C.F.R. Part 164.

“HIPAA Rules” means the Privacy, Security, Breach Notification, and Enforcement Rules at45
C.F.R. Parts 160 and Part 164.

“Medicare Data Use Requirements” refers to the four documents attached and incorporated into
this Exhibit as Schedules 1, 2, 3, and 4 that set out the terms and conditions Contractor must
agree to for the access to and use of Medicare Data for the Individuals who are dually eligible in
the Medicare and Medicaid programs.

“Minimum Necessary” means the least amount of PHI necessary to accomplish the purpose for
which the PHI is needed.

“Portable/Removable Media” means any Data storage device that can be detached or removed
from a computer and transported, including but not limited to: optical media (e.g. CDs, DVDs); USB
drives; or flash media (e.g. CompactFlash, SD, MMC).

“Portable/Removable Devices” means any small computing device that can be transported,
including but not limited to: handhelds/PDAs/Smartphones; Ultramobile PC’s, flash memory
devices (e.g. USB flash drives, personal media players); and laptops/notebook/tablet computers. If
used to store Confidential Information, devices should be Federal Information Processing
Standards (FIPS) Level 2 compliant.

“PRISM” means the DSHS secure, web-based clinical decision support tool that shows
administrative data for each Medicaid Client and is organized to identify care coordination
opportunities.

“Protected Health Information” or “PHI” has the same meaning as in HIPAA except that it in this
Contract the term includes information only relating to individuals.

“ProviderOne” means the Medicaid Management Information System, which is the State’s
Medicaid payment system managed by HCA.

“Security Incident” means the attempted or successful unauthorized access, use, disclosure,
modification or destruction of information or interference with system operations in aninformation
system.

“Tracking” means a record keeping system that identifies when the sender begins delivery of
Confidential Information to the authorized and intended recipient, and when the sender receives
confirmation of delivery from the authorized and intended recipient of Confidential Information.

“Transmitting” means the transferring of data electronically, such as via email, SFTP, web-
services, AWS Snowball, etc.

“Transport” means the movement of Confidential Information from one entity to another, or within
an entity, that: places the Confidential Information outside of a Secured Area or system (such as a
local area network); and is accomplished other than via a Trusted System.



2

3

4

1.24

1.25

1.26

1.27

“Trusted System(s)” means the following methods of physical delivery: (1)
hand-delivery by a person authorized to have access to the Confidential
Information with written acknowledgement of receipt; (2) United States Postal
Service ("USPS”) first class mail, or USPS delivery services that include
Tracking, such as Certified Mail, Express Mail or Registered Mail; (3)
commercial delivery services (e.g. FedEx, UPS, DHL) which offer tracking
and receipt confirmation; and (4) the Washington State Campus mail system.
For electronic transmission, the Washington State Governmental Network
(SGN) is a Trusted System for communications within that Network.

“U.S.C.” means the United States Code. All references in this Exhibit
to U.S.C. chapters or sections will include any successor, amended, or
replacement statute. The U.S.C. may be accessed at
http://uscode.house.gov/

“Unique User ID” means a string of characters that identifies a
specific user and which, in conjunction with a password, passphrase,
or other mechanism, authenticates a user to an information system.

“Use” includes the sharing, employment, application, utilization, examination,
or analysis, of Data.

Data Classification

2.1

The State classifies data into categories based on the sensitivity of the data
pursuant to the Security policy and standards promulgated by the Office of
the state of Washington Chief Information Officer. (See Section 4 of this
Exhibit, Data Security, of Securing IT Assets Standards No. 141.10 in the
State Technology Manual at https://ocio.wa.gov/policies/141-securing-
information-technology-assets/14110-securing-information-technology-
assets.)

The Data that is the subject of this Contract is classified as Category 4 —
Confidential Information Requiring Special Handling. Category 4 Data is
information that is specifically protected from disclosure and for which:

211 Especially strict handling requirements are dictated, such as by
statutes, regulations, or agreements;

21.2 Serious consequences could arise from unauthorized
disclosure, such as threats to health and safety, or legal
sanctions.

PRISM Access- N/A

Constraints on Use of Data

4.1

This Contract does not constitute a release of the Data for the Contractor’s



4.2

4.3

4.4

discretionary use. Contractor must use the Data received or accessed under
this Contract only to carry out the purpose of this Contract. Any ad hoc
analyses or other use or reporting of the Data is not permitted without
SBHASO'’s and HCA'’s prior written consent.

Data shared under this Contract includes data protected by 42 C.F.R. Part

2. In accordance with 42 C.F.R. § 2.32, this Data has been disclosed from
records protected by federal confidentiality rules (42 C.F.R. Part 2). The
federal rules prohibit Receiving Party from making any further disclosure of
the Data that identifies a patient as having or having had a substance use
disorder either directly, by reference to publicly available information, or
through verification of such identification by another person unless further
disclosure is expressly permitted by the written consent of the individual
whose information is being disclosed or as otherwise permitted by 42

C.F.R. Party 2. A general authorization for the release of medical or other
information is NOT sufficient for this purpose (42 C.F.R. § 2.31). The federal
rules restrict any use of the SUD Data to investigate or prosecute with regard
to a crime any patient with a substance use disorder, except as provided at 42
C.F.R. § 2.12(c)(5) and § 2.65.

4.2.1 The information received under subsection 7.7 of the Contract is also
protected by federal law, including 42 C.F.R. Part 2, Subpart D, §
2.53, which requires HCA and their Subcontractors to:

4211 Maintain and destroy the patient identifying information in
a manner consistent with the policies and procedures
established under 42 C.F.R. §2.16;

4212 Retain records in compliance with applicable federal,
state, and local record retention laws; and

4213 Comply with the limitations on disclosure and Use in 42
C.F.R. Part 2, Subpart D, § 2.53(d).

Any disclosure of Data contrary to this Contract is unauthorized and
is subject to penalties identified in law.

The Contractor must comply with the Minimum Necessary Standard, which
means that Contractor will use the least amount of PHI necessary to
accomplish the Purpose of this Contract.

441 Contractor must identify:

442 Those persons or classes of persons in its workforce who need
access to PHI to carry out their duties; and

443 For each such person or class of persons, the category or
categories of PHI to which access is needed and any conditions
appropriate to such access.



444

5 Security of Data

Contractor must implement policies and procedures that limit the
PHI disclosed to such persons or classes of persons to the
amount reasonably necessary to achieve the purpose of the
disclosure, in accordance with this Contract.

5.1 Data Protection

5.1.1

The Contractor must protect and maintain all Confidential
Information gained by reason of this Contract, information that is
defined as confidential under state or federal law or regulation, or
Data that HCA has identified as confidential, against unauthorized
use, access, disclosure, modification or loss. This duty requires the
Contractor to employ reasonable security measures, which include
restricting access to the Confidential Information by:

51.11 Allowing access only to staff that have an authorized
business requirement to view the Confidential
Information.

511.2 Physically securing any computers, documents, or other
media containing the Confidential Information.

5.2 Data Security Standards

5.2.1

5.2.2

523

Contractor must comply with the Data Security Requirements set
out in this section and the Washington OCIO Security Standard,
141.10, which will include any successor, amended, or
replacement regulation (https://ocio.wa.gov/policies/141-securing-
information-technology-assets/14110-securing-information-
technology-assets.) The Security Standard 141.10 is hereby
incorporated by reference into this Contract.

Data Transmitting

5221 When transmitting Data electronically, including via
email, the Data must be encrypted using NIST 800-
series approved algorithms
(http://csrc.nist.gov/publications/PubsSPs.html). This
includes transmission over the public internet.

5.2.2.2 When transmitting Data via paper documents, the
Contractor must use a Trusted System.

Protection of Data. The Contractor agrees to store and protect Data
as described.

5.2.31 Data at Rest:



52311

5.2.3.2

5.2.3.21

52322

Data will be encrypted with NIST 800-series
approved algorithms. Encryption keys will be
stored and protected independently of the
data. Access to the Data will be restricted to
Authorized Users through the use of access
control lists, a Unique User ID, and a
Hardened Password, or other authentication
mechanisms which provide equal or greater
security, such as biometrics or smart cards.
Systems that contain or provide access to
Confidential Information must be located in
an area that is accessible only to authorized
personnel, with access controlled through
use of a key, card key, combination lock, or
comparable mechanism.

Data stored on Portable/Removable Media or Devices

Confidential Information provided by
SBHASO or HCA on Removable Media

will be encrypted with NIST 800-series
approved algorithms.

Encryption keys will be stored and protected
independently of the Data.

HCA'’s Data must not be stored by the
Contractor on Portable Devices or Media
unless specifically authorized within the
Contract. If so authorized, the Contractor
must protect the Data by:

a. Encrypting with NIST 800-series
approved algorithms. Encryption keys
will be stored and protected
independently of the data;

b. Controlling access to the devices with
a Unique User ID and Hardened
Password or stronger authentication
method such as a physical token or
biometrics;

C. Keeping devices in locked storage
when not in use;

d. Using check-in/check-out
procedures when devices are
shared;



524

5233

e. Maintaining an inventory of devices;
and

f. Ensuring that when being transported
outside of a Secured Area, all devices
containing Data are under the
physical control of an Authorized
User.

Paper Documents. Any paper records containing
Confidential Information must be protected by storing the
records in a Secured Area that is accessible only to
authorized personnel. When not in use, such records
must be stored in a locked container, such as a file
cabinet, locking drawer, or safe, to which only authorized
persons have access.

Data Segregation

5.2.41

5242

5.24.21

52422

52423
52424

524.25

5243

HCA Data received under this Contract must be
segregated or otherwise distinguishable from non-HCA
Data. This is to ensure that when no longer needed by
the Contractor, all of HCA’'s Data can be identified for
return or destruction. It also aids in determining
whether HCA’s Data has or may have been
compromised in the event of a security breach.

HCA'’s Data must be kept in one of the following ways:

On media (e.g. hard disk, optical disc,
tape, etc.) which contains only HCA Data;

In a logical container on electronic media,
such as a partition or folder dedicated to
HCA'’s Data;

In a database that contains only HCA Data;

Within a database — HCA data must be
distinguishable from non- HCA Data by the
value of a specific field or fields within
database records;

Physically segregated from non-HCA Data
in a drawer, folder, or other container when
stored as physical paper documents.

When it is not feasible or practical to segregate
HCA'’s Data from non-HCA data, both HCA’s Data



and the non-HCA data with which it is commingled
must be protected as described in this Exhibit.

5.3 Data Disposition

5.3.1

532

5.3.3

Upon request by SBHASO or HCA, at the end of the Contract
term, or when no longer needed, Confidential Information/Data
must be returned to HCA or disposed of as set out below, except
as required to be maintained for compliance or accounting
purposes.

Media are to be destroyed using a method
documented within NIST 800-88
(http://csrc.nist.gov/publications/PubsSPs.html).

For Data stored on network disks, deleting unneeded Data is
sufficient as long as the disks remain in a Secured Area and
otherwise meet the requirements listed in Section 4.b.iii, above.
Destruction of the Data as outlined in this section of this Exhibit
may be deferred until the disks are retired, replaced, or otherwise
taken out of the Secured Area.

6 Data Confidentiality and Non-Disclosure

6.1 Data Confidentiality.

6.1.1

The Contractor will not use, publish, transfer, sell or otherwise

disclose any Confidential Information gained by reason of this

Contract for any purpose that is not directly connected with the
purpose of this Contract, except:

6.1.1.1 as provided by law; or
6.1.1.2 with the prior written consent of the person or personal

representative of the person who is the subject of the
Confidential Information.

6.2 Non-Disclosure of Data

6.2.1

The Contractor will ensure that all employees or Subcontractors
who will have access to the Data described in this Contract
(including both employees who will use the Dataand IT support
staff) are instructed and aware of the use restrictions and
protection requirements of this Attachment before gaining access
to the Data identified herein. The Contractor will ensure that any
new employee is made aware of the use restrictions and protection
requirements of this Attachment before they gain access to the
Data.



6.3

6.2.2

The Contractor will ensure that each employee or Subcontractor who
will access the Data signs a non-disclosure of confidential
information agreement regarding confidentiality and non-disclosure
requirements of Data under this Contract. The Contractor must
retain the signed copy of employee non-disclosure agreement in
each employee’s personnel file for a minimum of six years from the
date the employee’s access to the Data ends. The Contractor will
make this documentation available to SBHASO or HCA upon
request.

Penalties for Unauthorized Disclosure of Data

6.3.1

6.3.2

The Contractor must comply with all applicable federal and state
laws and regulations concerning collection, use, and disclosure of
Personal Information and PHI. Violation of these laws may result
in criminal or civil penalties or fines.

The Contractor accepts full responsibility and liability for
any noncompliance with applicable laws or this Contract by
itself, its employees, and its Subcontractors.

Data Shared with Subcontractors

If Data access is to be provided to a Subcontractor under this Contract, the
Contractor must include all of the Data security terms, conditions and requirements
set forth in this Attachment in any such Subcontract.

However, no subcontract will terminate the Contractor's legal responsibility to HCA
for any work performed under this Contract nor for oversight of any functions and/or
responsibilities it delegates to any subcontractor. Contractor must provide an
attestation by January 31, each year that all Subcontractor meet, or continue to meet,
the terms, conditions, and requirements in this Attachment.

Data Breach Notification

8.1

The Breach or potential compromise of Data must be reported to the
SBHASO Privacy Officer at IClauson@co.kitsap.wa.us_and to the
SBHASO Contract Manager at Sjlewis@co.kitsap.wa.us within five (5)
business days of discovery. If the Contractor does not have full details, it
will report what information it has, and provide full details within fifteen (15)
business days of discovery. To the extent possible, these reports must
include the following:

8.1.1

8.1.2

The identification of each non-Medicaid Individual whose PHI has
been or may have been improperly accessed, acquired, used, or
disclosed;

The nature of the unauthorized use or disclosure, including a
brief description of what happened, the date of the event(s), and
the date of discovery;



8.2

8.3

8.4

8.5

8.1.3 A description of the types of PHI involved;

8.1.4 The investigative and remedial actions the Contractor or its
Subcontractor took or will take to prevent and mitigate harmful
effects, and protect against recurrence;

8.1.5 Any details necessary for a determination of the potential harm to
Individuals whose PHI is believed to have been used or disclosed
and the steps those Individuals should take to protect themselves;
and

8.1.6 Any other information SBHASO or HCA reasonably requests.

The Contractor must take actions to mitigate the risk of loss and comply with
any notification or other requirements imposed by law or HCA including but
not limited to 45 C.F.R. Part 164, Subpart D; RCW 42.56.590; RCW
19.255.010; or WAC 284-04-625.

The Contractor must notify SBHASO in writing, as described in 8.a above,
within two (2) business days of determining notification must be sent to non-
Medicaid Individuals.

At SBHASO’s or HCA'’s request, the Contractor will provide draft Individual
notification to HCA at least five (5) business days prior to notification, and
allow HCA an opportunity to review and comment on the notifications.

At SBHASO’s or HCA'’s request, the Contractor will coordinate its
investigation and notifications with HCA and the Office of the state of
Washington Chief Information Officer (OCIO), as applicable.

HIPAA Compliance

This section of the Attachment is the Business Associate Agreement (BAA) required
by HIPAA. The Contractor is a “Business Associate” of SBHASO as defined in the
HIPAA Rules.

9.1

9.2

HIPAA Point of Contact. The point of contact for the Contractor for all
required HIPAA-related reporting and notification communications from
this Section and all required Data Breach Notification from Section 8, is:

Salish Behavioral Health Administrative Services Organization
Attention: lleea Clauson, Privacy Officer

614 Division St., MS-23

Port Orchard, WA 98366

Telephone: (360) 337-4833

Email: IClauson@co.kitsap.wa.us

Compliance. Contractor must perform all Contract duties, activities, and



9.3

tasks in compliance with HIPAA, the HIPAA Rules, and all attendant
regulations as promulgated by the U.S. Department of Health and Human
Services, Office for Civil Rights, as applicable.

Use and Disclosure of PHI. Contractor is limited to the following permitted
and required uses or disclosures of PHI:

9.3.1 Duty to Protect PHI. Contractor must protect PHI from, and will use
appropriate safeguards, and comply with Subpart C of 45 C.F.R.
Part 164, Security Standards forthe Protection of Electronic Protect
Health Information, with respect to ePHI, to prevent unauthorized
Use or disclosure of PHI for as long as the PHI is within Contractor’'s
possession and control, even after the termination or expiration of
this Contract.

9.3.2 Minimum Necessary Standard. Contractor will apply the HIPAA
Minimum Necessary standard to any Use or disclosure of PHI
necessary to achieve the purposes of this Contractor. See 45
C.F.R. § 164.514(d)(2) through (d)(5).

9.3.3 Disclosure as Part of the Provision of Services. Contractor will only
Use or disclose PHI as necessary to perform the services specified
in this Contract or as required by law, and will not Use or disclose
such PHI in any manner that would violate Subpart E of 45C.F.R.
Part 164, Privacy of Individually Identifiable Health Information, if
done by Covered Entity, except for the specific Uses and disclosures
set forth below.

9.3.4 Use for Proper Management and Administration. Contractor may
Use PHI for the proper management and administration of the
Contractor or to carry out the legal responsibilities of the Contractor.

9.3.5 Disclosure for Proper Management and Administration. Contractor
may disclosure PHI for the proper management and administration of
Contractor, subject to HCA approval, or to carry out the legal
responsibilities of the Contractor, provided the disclosures are
required by law, or Contractor obtains reasonable assurances from
the person to whom the information is disclosed that the information
will remain confidential and used or further disclosed only as
required by law or for the purposes for which it was disclosed to the
person, and the person notifies Contractor of any instances of which
it is aware in which the confidentiality of the information has been
Breached.

9.3.6 Impermissible Use or Disclosure of PHI. Contractor must report to
the HIPAA Point of Contact, in writing, all Uses or disclosures of
PHI not provided for by this Contract within five (5) business days
of becoming aware of the unauthorized Use or disclosure of PHI,
including Breaches of unsecured PHI as required at 45 C.F.R. §



9.3.7

9.3.8

9.3.9

9.3.10

164.410, Notification by a Business Associate, as well as any
Security Incident of which Contractor becomes aware. Upon
request by SBHASO or HCA, Contractor will mitigate, to the extent
practicable, any harmful effect resulting from the impermissible Use
ordisclosure.

Failure to Cure. If SBHASO learns of a pattern or practice of the
Contractor that constitutes a violation of Contractor’s obligations
under the term of this Attachment and reasonable steps by the
Contractor do not end the violation, SBHASO may terminate this
Contract, if feasible. In addition, if Contractor learns of a pattern or
practice of its Subcontractor(s) that constitutes a violation of
Contractor’s obligations under the terms of their contract and
reasonable steps by the Contractor do not end the violation,
Contractor must terminate the Subcontract, if feasible.

Termination for Cause. Contractor authorizes immediate termination
of this Contract by SBHASO, if SBHASO determines Contractor has
violated a material term of this Business Associate Agreement.
SBHASO may, at its sole option, offer Contractor an opportunity to
cure a violation of this Business Associate Agreement before
exercising a termination for cause.

Consent to Audit. Contractor must give reasonable access to PHI,
its internal practices, records, books, documents, electronic data,
and/or all other business information received from, or created,
received by Contractor on behalf of SBHASO or HCA, to the
Secretary of the United States Department of Health and Human
Services (DHHS) and/or to HCA for use in determining compliance
with HIPAA privacy requirements.

Obligations of Business Associate upon Expiration or Termination.
Upon expiration or termination of this Contract for any reason, with
respect to PHI received from SBHASO or HCA, or created,
maintained, or received by Contractor, or any Subcontractors, on
behalf of SBHASOorHCA, Contractor must:

9.3.10.1  Retain only that PHI which is necessary for Contractor
to continue its proper management and administration
or to carry out its legal responsibilities;

9.3.10.2 Return to SBHASO or HCA or destroy the
remaining PHI that the Contractor or any
Subcontractors still maintain in any form;

9.3.10.3 Continue to use appropriate safeguards and comply with
Subpart C of 45
C.F.R. Part 164, Security Standards for Protection of
Electronic Protected Health Information, with respect to



9.3.11

9.3.10.4

9.3.10.5

ePHlI to prevent Use or disclosure of the PHI, other than
as provided for in this Section, for as long as Contractor
or any Subcontractor retains PHI;

Not Use or disclose the PHI retained by Contractor or any
Subcontractors other than for the purposes for which
such PHI was retained and subject to the same
conditions section out in Section 9.3, Use and Disclosure
of PHI, that applied prior to termination; and

Return to SBHASO or HCA or destroy the PHI
retained by Contractor, or any Subcontractors,
when it is no longer needed by Contractor for its
proper management and administration or to carry
out its legal responsibilities.

Survival. The obligations of Contractor under this Section will
survive the termination or expiration of the Contract.

9.4 Individual Rights.

9.4.1

9.4.2

Accounting of Disclosures.

9.4.11

9412

9413

9414

Access.

9.4.21

Contractor will document all disclosures, except those
disclosures that are exempt under 45 CF.R. §
164.528, of PHI and information related to such
disclosures.

Within ten (10) business days of a request from
SBHASO or HCA, Contractor will make available to
HCA the information in Contractor’'s possession that is
necessary for HCA to respond in a timely manner to a
request for an accounting of disclosures of PHI by the
Contractor. See 45 C.F.R. §§ 164.504(¢e)(2)(ii))(G) and
164.528(b)(1).

At the request of SBHASO or HCA, or in response to a
request made directly to the Contractor by an Individual,
Contractor will respond, in a timely manner and in
accordance with HIPAA and the HIPAA Rules, to
requests by Individuals for an accounting of disclosures
of PHI.

Contractor record keeping procedures will be sufficient to
respond to a request for an accounting under this section
for the ten (10) years prior to the date on which the
accounting was requested.

Contractor will make available PHI that it holds that is
part of a Designated Record Set when requested by



9.5

9.6

9.7

HCA or the Individual as necessary to satisfy HCA'’s
obligations under 45 C.F.R. § 164.524, Access of
Individuals to Protected Health Information.

9422 When the request is made by the Individual to the
Contractor or if SBHASO or HCA ask the Contractor to
respond to a request, the Contractor must comply with
requirements in 45 C.F.R. § 164.524, Access of
Individuals to Protected Health Information, on form, time
and manner of access. When the request is made by
HCA, the Contractor will provide the records to HCA
within ten (10) business days.

94.3 Amendment.

9.4.3.1 If SBHASO or HCA amends, in whole or in part, a record
or PHI contained in an Individual's Designated Record
Set and SBHASO or HCA has previously provided the
PHI or record that is the subject of the amendment to
Contractor, then SBHASO will inform Contractor of the
amendment pursuant to 45 C.F.R. § 164.526(c)(3),
Amendment of Protected Health information.

9.4.3.2 Contractor will make any amendments to PHI in a
Designated Record Set as directed by SBHASO or HCA
or as necessary to satisfy SBHASO’s and HCA's
obligations under 45C.F.R.§ 164.526, Amendment of
Protected Health Information.

Subcontracts and other Third Party Agreements. In accordance with 45
C.F.R. §§ 164.502(e)(1)(ii), 164.504(e)(1)(i), and 164.308(b)(2), Contractor
must ensure that any agents, Subcontractors, independent contractors, or
other third parties that create, receive, maintain, or transmit PHI on
Contractor’s behalf, enter into a written contract that contains the same terms,
restrictions, requirements, and conditions as the HIPAA compliance
provisions in this Contract with respect to such PHI. The same provisions
must also be included in any contracts by a Contractor’s Subcontractor with
its own business associates as required by 45 C.F.R. §§ 164.314(a)(2)(b) and
164.504(e)(5).

Obligations. To the extent the Contractor is to carry out one or more of
HCA'’s obligation(s) under Subpart E of 45 C.F.R. Part 164, Privacy of
Individually Identifiable Health Information, Contractor must comply with all
requirements that would apply to HCA in the performance of such
obligation(s).

Liability. Within ten (10) business days, Contractor must notify the HIPAA
Point of Contact of any complaint, enforcement or compliance action
initiated by the Office for Civil Rights based on an allegation of violation of
the HIPAA Rules and must inform HCA of the outcome of that action.
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Contractor bears all responsibility for any penalties, fines or sanctions
imposed against the Contractor for violations of the HIPAA Rules and for
any imposed against its Subcontractors or agents for which it is found liable.

9.8 Miscellaneous Provisions.

9.8.1 Regulatory References. A reference in this Contract to a
section in the HIPAA Rules means the section as in effect or
amended.

9.8.2 Interpretation. Any ambiguity in this Exhibit will be interpreted to
permit compliance with the HIPAA Rules.

Inspection

SBHASO and HCA reserve the right to monitor, audit, or investigate the use of
Personal Information and PHI of Individuals collected, used, or acquired by
Contractor during the terms of this Contract. All SBHASO and HCA
representatives conducting onsite audits of Contractor agree to keep confidential
any patient-identifiable information which may be reviewed during the course of
any site visit or audit.

Indemnification

The Contractor must indemnify and hold SBHASO and HCA and its employees
harmless from any damages related to the Contractor’s or Subcontractor’s
unauthorized use or release of Personal Information or PHI of Individuals.



ATTACHMENT F: CERTIFICATION REGARDING LOBBYING

The undersigned certifies, to the best of his or her knowledge and believe, that:

(1)  No Federal appropriated funds have been paid or will be paid, by or on behalf of
the undersigned, to any person for influencing or attempting to influence an officer or
employee of an agency, a Member of Congress, an officer or employee of Congress or
an employee of a Member of Congress in connection with the awarding of any Federal
contract, the making of any Federal grant, the making of any Federal loan, the entering
into of any cooperative agreement, and the extension, continuation, renewal,
amendment, or modification of any Federal contract, grant, loan, or cooperative
agreement.

(2)  If any funds other than Federal appropriated funds have been paid or will be paid
to any person for influencing or attempting to influence an officer or employee of any
agency, a Member of Congress, an officer or employee of Congress, or an employee of
a Member of Congress in connection with this Federal contract, grant, loan, or
cooperative agreement, the undersigned shall complete and submit Standard Form-
LLL, "Disclosure Form to Report Lobbying," in accordance with its instructions.

(3) The undersigned shall require that the language of this certification be included in
the award documents for all subawards at all tiers (including subcontracts, subgrants
and contracts under grants, loans, and cooperative agreements) and that all
subrecipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed
when this transaction was made or entered into. Submission of this certification is a
prerequisite for making or entering into this transaction imposed by section 1352, title
31, U.S. Code. Any person who fails to file the required certification shall be subject to
a civil penalty of not less than $10,000 and not more than $100,000 for each such
failure.

Contractor Organization

N 2%, | 2252

Signature of Certifying Official Date




ATTACHMENT G: CERTIFICATION REGARDING DEBARMENT, SUSPENSION,
AND OTHER RESPONSIBILITY MATTERS Primary Covered Transactions 45 CFR 76

1.  The prospective primary participant certifies to the best of its knowledge
and belief, that it and its principles:

a. Are not presently debarred, suspended, proposed for debarment,
declared ineligible, or voluntarily excluded by any Federal
department or agency;

b. Have not within a three-year period preceding this proposal been
convicted of or had a civil judgment rendered against them for
commission of fraud or a criminal offense in connections with
obtaining, attempting to obtain, or performing a public (Federal,
State or local) transaction or contract under a public transaction;
violation of Federal or State antitrust statutes or commission of
embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statement, or receiving stolen property,;

c. Are not presently indicted for or otherwise criminally or civilly
charges by a governmental entity (Federal, State or local) with
commission of any of the offenses enumerated in paragraph 1.b. of
this certification; and

d. Have not within a three-year period preceding this
application/proposal had one or more public transactions (Federal,
State or local) terminated for cause or defauit.

2. Where the prospective primary participants are unable to certify to any of
the statements in this certification, such prospective participant shall
attach an explanation to this proposal.

This Certification is executed by the person(s) signing below who warrant they
have authority to execute this Certification.

CONTRACTOR:
12 T 7
Name:
I—\Dnvms—-rzmdl
Title:

Date: _/ ZZiZ/
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